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Privacy

Relevant in many fields, a security goal of its own:
¢ electronic voting, digital health information, mobile payments...
e distributed systems in general
* more than just secrecy

De facto standard = indistinguishability
e given two possible worlds, can they be distinguished?
e automated verification is difficult
e specification of goals is not intuitive
there is no guarantee that every privacy aspect has been covered
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Novel approach

(a, B)-privacy = logical approach with many advantages
¢ declarative and intuitive
¢ recast privacy as a reachability problem
e decidable fragments: possibility for automated verification

june 16, 2021 DTU Compute



)
e
=

M

Table of Contents

Preliminaries

June 16, 2021 DTU Compute Deciding Fragments



=)
—_
=

M

Overview

Based on the paper («, 5)-Privacy (Médersheim and Vigan6, ACM Trans.
Priv. Secur. 22, 2019)

Formalisation in Herbrand logic:
¢ Modelling of the intruder
e Declaration of («, 3)-privacy goals

Formal verification of privacy in communication protocols:
e Procedure for decidable fragments
e Witness of privacy violations, if any

DTU Compute




=]
—
=

M

Table of Contents

Preliminaries
Herbrand Logic

June 16, 2021 DTU Compute



)
e
=

= Grammar
(Term) = (Variable) | (Function)({Term), ..., (Term))
(Formula) ::= (Term) = (Term)
(Relation)((Termy, ..., (Term))
(Formula)

(Formula) N (Formula)
3 (Variable).(Formula)
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Frame

Frames encode the knowledge of messages based on the protocol
specification
F:{“l b—>t1,...,|ki—>tk|}

l;: distinguished constant (label)
t;: term without any destructor or verifier

domain of F: {ly,... I} image of F: {t1,...,tx}
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Recipes and generable terms

Frames allow to reason about actions taken and not simply messages
themselves

Set of recipes: least set that contains |1, ..., I, and that is closed under
cryptographic operators

F{ r[}: application of recipe r to frame F

t is generable: there is r such that ¢t = F {|r |}

DTU Compute
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Static equivalence
F1~Fa:

V(ri,re), Fi{mlt = Fi{relt <= FoAlmlt=Fa{r2lt

Can be axiomatised in Herbrand logic
Example:

F1= {’ |1 — SCprt(k’,tl), |2 — k‘, |3 — 1 |}
Fo= {’ |1 — scrypt(k:,tg), |2 — k‘, |3 — 1o |}

F1 ~ F o because t; # t5 but no way to distinguish the frames

DTU Compute
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Idea

Formula «a: high-level information which is voluntarily disclosed, based on ¥
Yo contains only non-technical information

Formula 3: includes the technical information, e.g. cryptographic messages
exchanged during the execution of the protocol

S C ¥

Violation of privacy: logically deriving information from g that does not follow
from « alone

DTU Compute



=)
—_
=

M

Message-analysis problem

0: a model of « (interpretation of symbols making the formula true)

struct = {|ly = t1,...,lx — tg [}: a frame for some t1, ..., t; € Tu(fv(a))
(structural knowledge)

concr = 0(struct): one execution of the protocol (concrete knowledge)

B = MsgAna(a, struct, 0): knowledge of a and concr ~ struct

June 16, 2021 DTU Compute
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Idea of the procedure

Study a message-analysis problem

e Generate a formula ¢ based on static equivalence of frames

® ¢ encodes relations between variables (e.9. x =z Ay # h(z)...)
Check if ¢ derives from «

June 16, 2021 DTU Compute
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Intruder theory

Ypup € Xy: public functions, i.e. the intruder can apply them

Vour € V: variables with public range, i.e. the intruder knows all possible
values of the variables instantiation

Yp C Xy: cryptographic operators (constructors, destructors, verifiers)
Set of algebraic equations: characterises the operators

DTU Compute
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Convergentintruder theory |

Requirements for the algebraic equations:
o destr(ky, ..., km,constr(ty,... ty)) = t;
o verif(ki,..., km,constr(ty,...,t,)) = yes
e Can have 0 keys (m = 0)
e Every destructor has a corresponding verifier

¢ No ambiguous equations: either different constructor or same
arguments

June 16, 2021 DTU Compute
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Convergentintruder theory i

~: least relation from the algebraic equations
Convergent rewriting system: LHS — RHS
Analysing one term: required keys and derivable subterms

ana(constr(ty, ... tn)) = ({ki,..., km},
{(deStrvti) |
destr(ki, ..., km,constr(ty, ..., ty)) =~ t;})

DTU Compute
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Example cryptographic operators

Constructors | Destructors | Verifiers | Properties

pub, priv

crypt dcrypt verypt derypt(priv(s), crypt(pub(s),r,t)) ~ ¢
verypt(priv(s), crypt(pub(s), r,t)) &y

sign retrieve vsign retrieve(sign(priv(s),t)) ~ t
vsign(pub(s), sign(priv(s ),t)) A2 yes

scrypt dscrypt vscrypt dscrypt(k, scrypt(k, t)) ~
vscrypt(k, scrypt(k,t)) = yes

pair proj; vpair proj; (pair(t1,t2)) ~ t;
vpair(pair(t1,t2)) ~ yes

h

Table: Example set 3,

June 16, 2021 DTU Compute
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Frame with shorthands |

Frames with shorthands extend the previous definition of frames

F'={||1i—>t1,...,|k+—>tk,m1+—>51,...,mn+—>sn|}

F={lmty,.. . lg—t[: frame
® m;: recipes over the |;

s;: terms that do not contain any |I;
Fim; =~ s;

® my — $1,...,m, — s,: shorthands

June 16, 2021 DTU Compute
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Frame with shorthands/l

Example:

F =l e scrypt(h, 1), 1o o K )
F'= {1y = scrypt(k,t),la — k,dscrypt(la, l1) + ¢ [}

F{|dscrypt(l2, ) [} = dscrypt(k, scrypt(k,t)) =~ t = F'{| dscrypt(l2, 1) [}

DTU Compute
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lllustration
Example:

0={x—0,y— 120}
struct = {| Iy — scrypt(k, x), la — scrypt(k,y), |3 — scrypt(k, z) [}
concr = {| |y — scrypt(k,0), la — scrypt(k, 1), I3 — scrypt(k,0) [}

a=zy,z€{0, 1} Axt+y+z=1 B = MsgAna(a, struct, 0)

Intruder deduction:

coner{ Iy [} = concr{| I3 [}: two messages are equal at the concrete level
struct{ 11 [} = struct{ I3 [}: they must also be equal at the structural level
x = z: violation of privacy!

DTU Compute
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Composition in aground frame |

Input: concr,t
Output: compose(concr,t) = set of recipes over labels of concr to compose ¢

Two methods to compose the ground term:
¢ use a label directly if it maps to the term
e if the top-level is a public function, try to compose all arguments

June 16, 2021 DTU Compute
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Composition in aground framelll

Example:
concr = {|l; = a,ly — h(a),ls — scrypt(a,c) [}

compose(concr,h(a)) = {h(l1),l2}
The intruder knows two ways to compose h(a)

compose(concr,c) = {}
The intruder cannot compose ¢, the encrypted term needs to be decrypted
first

DTU Compute
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Composition in a structural framel

Input: 0, struct, t

Output: composeUnder(0, struct, t) = set of pairs (recipe, substitution) to
compose ¢

Three methods to compose the term:
e try to use labels with a corresponding substitution

e if the term is a variable with public range, its concrete value 6(¢) (a
constant) is a recipe under the substitution {t — 6(¢)}

e if the top-level is a public function, try to compose all arguments (and
combine the substitutions)

DTU Compute
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Compositionin a structural framelll

Example:

0={xw+— a,y— b}
struct = {| Iy — z,l2 — h(y) [}
composeUnder(Q, struct, h(y)) = {(llv {x = h(y)})> (|2a 5)? (h(|1)7 {I’ = y})}

The intruder knows three ways to compose h(y) (substitution = constraints
for the recipe to work)

Recipes may generate different terms in concr = 0(struct)!

DTU Compute
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Objective

¢ We know how to find recipes with composition only
e We want to all generable terms using only composition

— Thus we need to perform analysis steps: decrypt messages, open
signed messages, deserialise etc.

June 16, 2021 DTU Compute
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Analysis of a structural frame/|

Input: 0, struct

Output: analyse(, struct) = analysed frame + set of substitutions
inconsistent with concr ~ struct

June 16, 2021 DTU Compute
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Analysis of a structural framelll

Analysis of a mapping | — ¢ € struct: ana(t) = (K, FT) gives required keys
and derivable terms

e [f the analysis fails in concr, i.e. one key cannot be composed, no term
can be derived. But if all keys can be composed in struct, the
substitutions allowing this are inconsistent with concr ~ struct.

e [f the analysis succeeds in concr, i.e. all keys can be composed, then it
succeeds in struct and derivable terms are added. The destructor
attached to a term is used to create a shorthand.

¢ Repeat until no more new derivable terms can be added (frame
saturation).

DTU Compute
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Analysis of a structural framellll
Example 1:

0={z—s,y—rz—tu— s}
struct = {| Iy — crypt(pub(z),y, 2), la — pair(priv(u), pub(u)) [}

analyse(0, struct) = ({ Iy — crypt(pub(z),y, 2),
l2 — pair(priv(u), pub(u)),
projy (I2) = priv(u),
projy(l2) — pub(u),
derypt(projy (I2), 1) =

Ity

DTU Compute
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Analysis of a structural frame IV

Example 2:

0 = {x > secret,y — k'}
struct = {| Iy — scrypt(k,z),lo — y [}
analyse(, struct) = (struct,{{y — k}})

The intruder cannot decrypt the message because analyis fails in concr. But
they learn that y is not the key.

DTU Compute
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Relations between variables

© Try to compose terms in concr in different ways by calling compose:
® Pairs of recipes for the same term must generate a unique term in struct
because concr ~ struct. — find equalities (zr =t Ay =1¢'...).
® Try to compose terms in struct in different ways by calling
composeUnder:
® Check pairs (label, recipe) for the same term.
¢ |f they generate a unique term in concr as well, nothing to deduce (it
comes from concr ~ struct and has been found previously).
¢ |f they generate different terms in concr, the substitution attached to the
recipe is inconsistent with concr ~ struct. — find inequalities
(x#h(z)Vy#0...)
©® ¢ = conjunction of equalities and inequalities = relations between
variables

June 16, 2021 DTU Compute
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Relations between variables
Recall the illustration example:

0={r—0,y— 1,20}
struct = {| Iy — scrypt(k, z), o — scrypt(k, y), I3 — scrypt(k, z) [}
concr = {| I} — scrypt(k,0), lo — scrypt(k, 1), I3 — scrypt(k,0) [}

a=zx,y,2€{0, 1} Ae+y+2z=1 B = MsgAna(a, struct, 0)

With our decision procedure:
e We analyse struct
e Wegeneratep=x=z2ANx#y
® « [~ ¢: violation of privacy!

DTU Compute
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Relations between variables

¢ is enough to decide privacy: we only need to check whether o |= ¢
If o = ¢: the protocol is proven to respect privacy

If a [= ¢: the protocol is not secure and we have a witness

DTU Compute
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Recap

Current state:
e Standard approach to privacy has limitations
* (a, 3)-privacy overcomes them

¢ We have a decision procedure for message-analysis problems
(protocols without and with branching), already implemented in Haskell

Objectives for the future:

e Support more general algebraic theories (e.g. commutativity of
exponentiation)

¢ Investigate fragments outside of message-analysis problems
e Apply to real protocols
¢ Develop further implementation

DTU Compute
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Alphabet

Y=Sru5 ¥y,
* ¥;: free function symbols
e ;. interpreted function symbols
e Y.: relation symbols

f7: n-ary function c¥: constant
V: variable symbols  7x(V): terms built from 3 and V

Y,p: cryptographic operators (constructors, destructors, verifiers)

DTU Compute
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Herbrand universe

~: congruence relation modelling algebraic properties
Example 1: for f> € ¢, Va, y.f(z,y) ~ f(y, x)

vt € Ts,, [tl~ = {t' € T, | t = t'}: equivalence class
U = {[tl~ | t € Tx, }: Herbrand universe

Example 2: for ¥ = {x°,s'} and ~ syntactic equality,

U = {x,s(x),s(s(x)),...}

DTU Compute
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Interpretation

Y-algebra A =Ty, / ~

To f" € X, we associate fA . U™ — U such that
fA([[“]]*? R [[tn]]%) = [[f(tlv U 7tn)]]z

Interpretation Z in Herbrand logic:

o forfr e Xpandty,... t, € U, Z(f(t1,...,t)) = FAZ(t1),..., Z(tn))

e for freX;and ty,... .ty € U, Z(f[t1,...,tn]) = Z(f)(Z(t1),...,Z(tyn))
forrm e X, Z(r) CU™
forr eV, I(x) e U

DTU Compute
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Models

Interpretation Z models formula ¢ is written Z = ¢

ITEs=t
ITE(t,... tn)
I-¢
IEoNY

7= Jz.¢

Sat(¢): ¢ has a model

Z(s)=Z(t)
(Z(t1),...,Z(tn)) € Z(r)
notZ = ¢

ITE¢andZ =
thereis c € U such that Z{z — ¢} = ¢
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Interesting consequence

a € Ly, (V): payload formula
B € Lx(V): technical information formula
B E aand fu(a) = fo(8) and both « and S are consistent

o' € Ly, (fv(er)) is an interesting consequence of 3 (with respect to «) if

B o but a f= o

We say that g respects the privacy of « if it has no interesting consequences,
and that j violates the privacy of a otherwise

DTU Compute
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= Axiomsl|
Oprame(F) = (Va.gen,(x) <= (x € {l,..., I}V
\/ dzy ...z,
fnezpub

x = f(x1,...,2n) Ageng(x1) A--- A gen(zy)))
A
(knp[h] =t A Akngplg] = ty)
A
/\ (V1 ...zp.geng (1) A+ A gen(zy,) =
S ESpub
knp[f(1?1, oo 7xn)} = f(k‘n,r[wl], ) knf[xn]))
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M

briers = (Vogen, (z) < geny, ()
AN
(Vx,y.gen, 1(:5) A geny 1(y) =
(knl 1[:6] = kny 1[y] — kny 2[$] = kny 2[?/]))

June 16, 2021 DTU Compute
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Static equivalence

1~ Foiff Sat(¢frame(Fl) A ¢frame(F2) A ¢f1~f2)

June 16, 2021 DTU Compute
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Message-analysis problem

Theorem

Let o be combinatoric, © = {6,...,6,} be the models of «, and
B = MsgAna(a, F ,61) for some 6, € ©.

Then, we have that («, 8)-privacy holds iff 61(F ) ~ ... ~ 0,(F ).

We can look at static equivalence of frames to decide privacy for such
problems

DTU Compute
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Unification

Unification is a standard problem. We can call an algorithm unify returning a
most general unifier for a set of equalities.

Example: unify({(f(z,y), f(0,9(2))}) = {x = 0,y = g(2)}

unify can be used to find relations between variables in the messages
(x=0Ay=yg(2))

DTU Compute



=)
—_
=

M

Algorithms

Algorithm 1: Composition in a ground frame

compose(concr,t) =
let R={l|l+—t € concr}in
ift = f(t1,...,t,) and f is public then
RU{f(r1,...,rn) | r1 € compose(concr,ty),
Ty, € compose(concr,ty)}

else
L R

June 16, 2021 DTU Compute



=]
—
=

M

Algorithms

Let concr be a ground frame and ¢ € Ts..
e The call compose(concr,t) terminates.
® Vr € compose(concr,t), concr{r[} =t

e Let r be a recipe containing only constructors such that concr{ r [} = ¢.
Then r € compose(concr,t).

June 16, 2021 DTU Compute
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Algorithms

Algorithm 2: Composition in a structural frame
composeUnder (0, struct,t) =
let RU = {(Il,0) | | — t' € struct,o = unify(t =t')} in
if t = x and x has a public range then
L RUUA{(0(z),{z— 6(2)})}
elseift = f(t1,...,t,) and f is public then
RUU{(f(r1,...,rn),0) | (r1,01) € composeUnder(0, struct,t1)

(rn,on) € composeUnder(0, struct, t,,),
o = unify(oy,...,on)}
else
L RU

DTU Compute
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Algorithms

Let 6 be a substitution, struct be a frame and ¢t € Tx(V).
¢ The call composeUnder(0, struct,t) terminates.
® Y(r,o) € composeUnder (8, struct,t), o(struct{ r[}) = o(t)

® Letr be arecipe and 7 be a substitution such that 7(struct{ r [}) = 7(t)
and r contains only constructors. Then
Jo, (r,0) € composeUnder(0, struct,t) and o < 7.

DTU Compute
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({priv(s)}, {(dcrypt,t')}) if t = crypt(pub(s),r,t')
({k}, {(dscrypt, t')}) if t = scrypt(k,t')
ana(t) = < ({}, {(retrieve, t')}) if t = sign(p/,t')
({}7 {(projlv tl)? (projg, tQ)}) ift = pair(tlv t2)
{3 {H otherwise

ana(scrypt(k, pair(t1,t2)) = ({k}, {(dscrypt, pair(t1,t2))}
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Algorithms

Algorithm 3: Analysis of a structural frame (wrapper)

analyse(0, struct) =

| analyseRec(0, struct,{ [},{ [}, {})

DTU Compute
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Algorithms

Let 0 be a substitution and struct be a frame.
¢ The call analyse(6, struct) terminates.

o Vr, structanad v [} = struct{ r [}, where
(structgng, E) = analyse(0, struct).

e For every recipe r, there exists a recipe r’ containing only constructors
such that struct .. { v’ [} ~ struct{ r [}, where
(structona, E) = analyse(0, struct).

June 16, 2021 DTU Compute
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Algorithms

Algorithm 5: Relations between variables

findRelations(0, struct) =
let (structong, E) = analyse(, struct)
CONCT gng = O(structong)
pairs = pairsEcs({compose(concrgpg,t) | 1+t € concrang})
eqs = {(structona{| 71 [}, structanad r2}) | (r1,72) € pairs}
ineqs = EU{c’ | | =t € struct g,
(r,o") € composeUnder(0, struct gnq, t),
| £ 7,
concr gna{| 1 [} # concranaf v [}}
o = unify(egs) in

L aA /\Teineqs -7
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Different problem

e 1 concrete frame concr;
e n structural frames structy, . .., structy;
¢ Only one correct struct;: concr = 0(struct;)

June 16, 2021 DTU Compute Deciding Fragments of
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Lifting results

Approach of the extended procedure:
© Analyse each struct; separately.
® Rule out possibilities where struct;  0(structy).
@ Generate ¢; (relations between variables) for the remaining possibilities.
@ Check if o1 A --- A ¢, is a violation of privacy.
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