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A Logical Approach for Automated Reasoning about
Privacy in Security Protocols
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Encrypted messages: scrypt(k,m, r), crypt(k,m, r)

where

dscrypt(k, scrypt(k,m, r)) ≈ m

dcrypt(inv(k), crypt(k,m, r)) ≈ m

struct = [l1 7→ inv(pk(i)), l2 7→ crypt(pk(x), pair(y , n), r)]
concr = [l1 7→ inv(pk(i)), l2 7→ crypt(pk(a), pair(b, n), r)]
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• α ≡ v1, v2, v3, v4 ∈ {0, 1} ∧ v1 + v2 + v3 + v4 .= 2
• β includes α and encrypted ballots etc.

• If β ⇒ v1 .= v4 ∧ v2 .= v3: privacy violation
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⋆ x ∈ Agent.
⋆ y ∈ {yes, no}.
rcv(M).

try N := dcrypt(inv(pk(s)),M) in
if y .= yes then
νR . snd(crypt(pk(x), pair(yes,N),R))

else
νR . snd(crypt(pk(x), no,R))



(α, β) in every state

−→

Several (αi , βi) in every
symbolic state
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⋆ x ∈ Agent.
⋆ y ∈ {yes, no}.
rcv(crypt(pk(s),N ,_)).
if y .= yes then
νR . snd(crypt(pk(x), pair(yes,N),R))

else
νR . snd(crypt(pk(x), pair(no,N),R))



Spec = Spec1 ∥ Spec2
If Spec is composable and Spec|1 and Spec|2 are secure,
then Spec is secure.
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Opportunities for future work: case studies, alpha-beta
privacy models, tool user interface, optimizations, new
procedures...


