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Abstract

In protocol verification we observe a wide spectrum from fully automated methods to interactive
theorem proving with proof assistants like Isabelle/HOL. In this AFP entry, we present a fully-
automated approach for verifying stateful security protocols, i.e., protocols with mutable state that
may span several sessions. The approach supports reachability goals like secrecy and authentica-
tion. We also include a simple user-friendly transaction-based protocol specification language that
is embedded into Isabelle.
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1 Introduction

In protocol verification we observe a wide spectrum from fully automated methods to interactive theorem proving
with proof assistants like Isabelle/HOL. The latter provide overwhelmingly high assurance of the correctness,
which automated methods often cannot: due to their complexity, bugs in such automated verification tools are
likely and thus the risk of erroneously verifying a flawed protocol is non-negligible. There are a few works that
try to combine advantages from both ends of the spectrum: a high degree of automation and assurance.

Inspired by [1], we present here a first step towards achieving this for a more challenging class of protocols,
namely those that work with a mutable long-term state. To our knowledge this is the first approach that achieves
fully automated verification of stateful protocols in an LCF-style theorem prover. The approach also includes
a simple user-friendly transaction-based protocol specification language embedded into Isabelle, and can also
leverage a number of existing results such as soundness of a typed model (see, e.g., [2H4]) and compositionality
(see, e.g., 2L B]). The Isabelle formalization extends the AFP entry on stateful protocol composition and
typing [6].

The rest of this document is automatically generated from the formalization in Isabelle/HOL, i.e., all content
is checked by Isabelle. Overall, the structure of this document follows the theory dependencies (see :
We start with the formal framework for verifying stateful security protocols (chapter 2). We continue with the
setup for supporting the high-level protocol specifications language for security protocols (the Trac format) and

the implementation of the fully automated proof tactics (chapter 3|). Finally, we present examples (chapter 4)).

Acknowledgments This work was supported by the Sapere-Aude project “Composec: Secure Composition of
Distributed Systems”, grant 4184-00334B of the Danish Council for Independent Research.
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Figure 1.1: The Dependency Graph of the Isabelle Theories.



2 Stateful Protocol Verification

2.1 Protocol Transactions (Transactions)

theory Transactions
imports
Stateful_Protocol_Composition_and_Typing.Typed_Model
Stateful_Protocol_Composition_and_Typing.Labeled_Stateful_Strands
begin

2.1.1 Definitions

datatype °’b prot_atom =
is_Atom: Atom ’b
Value

SetType

AttackType

Bottom

OccursSecType

—_— — — — —

datatype (’a,’b,’c) prot_fun =
Fu (the_Fu: ’a)

Set (the_Set: ’c)

Val (the_Val: "nat X bool")
Abs (the_Abs: "’c set")
Pair

Attack nat

PubConstAtom ’b nat
PubConstSetType nat
PubConstAttackType nat
PubConstBottom nat
PubConstOccursSecType nat
OccursFact

OccursSec

—_—— e — o — o — — — —

definition "is_Fun_Set t = is_Fun t A args t = [] A is_Set (the_Fun t)"

abbreviation occurs where
"occurs t = Fun OccursFact [Fun OccursSec [], t]"

type_synonym (’a,’b,’c) prot_term_type = "((’a,’b,’c) prot_fun,’b prot_atom) term_type"

type_synonym (’a,’b,’c) prot_var = "(’a,’b,’c) prot_term_type X nat"

type_synonym (’a,’b,’c) prot_term = "((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var) term"
type_-synonym (’a,’b,’c) prot_terms = "(’a,’b,’c) prot_term set"

type_synonym (’a,’b,’c) prot_subst = "((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var) subst"

type_synonym (’a,’b,’c,’d) prot_strand_step =

"((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var, ’d) labeled_stateful_strand_step"
type_-synonym (’a,’b,’c,’d) prot_strand = "(’a,’b,’c,’d) prot_strand_step list"
type_synonym (’a,’b,’c,’d) prot_constr = "(’a,’b,’c,’d) prot_strand_step list"

datatype (’a,’b,’c,’d) prot_transaction =
Transaction
(transaction_fresh: "(’a,’b,’c) prot_var list")



2 Stateful Protocol Verification

(transaction_receive: "(’a,’b,’c,’d) prot_strand")
(transaction_selects: "(’a,’b,’c,’d) prot_strand")

(transaction_checks: "(’a,’b,’c,’d) prot_strand")
(transaction_updates: "(’a,’b,’c,’d) prot_strand")
(transaction_send: "(’a,’b,’c,’d) prot_strand")

definition transaction_strand where
"transaction_strand T =
transaction_receive T@transaction_selects T@transaction_checks T@
transaction_updates T@transaction_send T"

fun transaction_proj where
"transaction_proj 1 (Transaction A B CDE F) = (
let f = proj 1
in Transaction A (f B) (f C) (f D) (f E) (f F))"

fun transaction_star_proj where
"transaction_star_proj (Transaction A B C D E F) = (
let f = filter is_LabelS
in Transaction A (f B) (f C) (£ D) (£ E) (f F))"

abbreviation fv_transaction where
"fv_transaction T = fv;ss¢+ (transaction_strand T)"

abbreviation bvars_transaction where
"bvars_transaction T = bvars;ss: (transaction_strand T)"

abbreviation vars_transaction where
"vars_transaction T = vars;ss: (transaction_strand T)"

abbreviation trms_transaction where

"trms_transaction T = trms;ss: (transaction_strand T)"

abbreviation setops_transaction where

"setops_transaction T = setopsss: (unlabel (transaction_strand T))"

definition wellformed_transaction where
"wellformed_transaction T =
list_all is_Receive (unlabel (transaction_receive T)) A
list_all is_Assignment (unlabel (transaction_selects T)) A
list_all is_Check (unlabel (transaction_checks T)) A
list_all is_Update (unlabel (transaction_updates T)) A
list_all is_Send (unlabel (transaction_send T)) A
set (transaction_fresh T) C fv;ss+ (transaction_updates T) U fv;ss; (transaction_send T) A
set (transaction_fresh T) N fv;ss: (transaction_receive T) = {} A
set (transaction_fresh T) N fv;sst (transaction_selects T) = {} A
fv_transaction T N bvars_transaction T = {} A
fvisst (transaction_checks T) C fv;ss¢ (transaction_receive T) U fv;ss¢ (transaction_selects T) A
fvisst (transaction_updates T) U fv;ss+ (transaction_send T) - set (transaction_fresh T)
C fvysst (transaction_receive T) U fv;ss: (transaction_selects T) A
(Vx € set (unlabel (transaction_selects T)).
is_Equality x — fv (the_rhs x) C fv,ss+ (transaction_receive T))"

type_synonym (’a,’b,’c,’d) prot = "(’a,’b,’c,’d) prot_transaction list"

abbreviation Var_Value_term ("(_),") where
"(n)y = Var (Var Value, n)::(’a,’b,’c) prot_term"

abbreviation Fun_Fu_term ("(_ _);") where
"(f T)¢+ = Fun (Fu f) T::(’a,’b,’c) prot_term"

abbreviation Fun_Fu_const_term ("{(_).") where
"(c)e = Fun (Fu ¢) []::(’a,’b,’c) prot_term"
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abbreviation Fun_Set_const_term ("(_);") where
"(f)s = Fun (Set f) []::(’a,’b,’c) prot_term"

abbreviation Fun_Abs_const_term ("{(_),") where
"(a)e = Fun (Abs a) []::(’a,’b,’c) prot_term"

abbreviation Fun_Attack_const_term ("attack(_)") where
"attack(n) = Fun (Attack n) []::(’a,’b,’c) prot_term"

abbreviation prot_transactionl ("transaction, _ _ new _ _ _") where
"transaction; (S1::(’a,’b,’c,’d) prot_strand) S2 new (B::(’a,’b,’c) prot_term list) S3 S4
= Transaction (map the_Var B) S1 [] S2 S3 S4"

abbreviation prot_transaction2 ("transactions _ _ _") where
"transactionos (S1::(’a,’b,’c,’d) prot_strand) S2 S3 S4
= Transaction [] S1 [] S2 S3 S4"

2.1.2 Lemmata

lemma prot_atom_UNIV:
"(UNIV::’b prot_atom set) = range Atom U {Value, SetType, AttackType, Bottom, OccursSecTypel}"
proof -
have "a € range Atom V a = Value V a = SetType V a = AttackType V a = Bottom V a = OccursSecType"
for a::"’b prot_atom"
by (cases a) auto
thus ?thesis by auto
qged

instance prot_atom::(finite) finite
by intro_classes (simp add: prot_atom_UNIV)

instantiation prot_atom::(enum) enum

begin

definition "enum_prot_atom == map Atom enum_class.enum@[Value, SetType, AttackType, Bottom, OccursSecType]"
definition "enum_all_prot_atom P == list_all P (map Atom enum_class.enum@[Value, SetType, AttackType, Bottom,
OccursSecTypel)"

definition "enum_ex_prot_atom P == list_ex P (map Atom enum_class.enum@[Value, SetType, AttackType, Bottom,
OccursSecType])"
instance

proof intro_classes
have *: "set (map Atom (enum_class.enum::’a list)) = range Atom"
"distinct (enum_class.enum::’a list)"
using UNIV_enum enum_distinct by auto

show "(UNIV::’a prot_atom set) = set enum_class.enum"
using *(1) by (simp add: prot_atom_UNIV enum_prot_atom_def)

have "set (map Atom enum_class.enum) N set [Value, SetType, AttackType, Bottom, OccursSecType] = {}"
by auto

moreover have "inj_on Atom (set (enum_class.enum::’a list))" unfolding inj_on_def by auto

hence "distinct (map Atom (enum_class.enum::’a list))" by (metis *(2) distinct_map)

ultimately show "distinct (enum_class.enum::’a prot_atom list)" by (simp add: enum_prot_atom_def)

have "Ball UNIV P <— Ball (range Atom) P A Ball {Value, SetType, AttackType, Bottom, OccursSecType}
P’I
for P::"’a prot_atom = bool"
by (metis prot_atom_UNIV UNIV_I UnE)
thus "enum_class.enum_all P = Ball (UNIV::’a prot_atom set) P" for P
using *(1) Ball_set[of "map Atom enum_class.enum" P]
by (auto simp add: enum_all_prot_atom_def)
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2 Stateful Protocol Verification

have "Bex UNIV P <— Bex (range Atom) P \V Bex {Value, SetType, AttackType, Bottom, OccursSecType} P"
for P::"’a prot_atom = bool"
by (metis prot_atom_UNIV UNIV_I UnE)
thus "enum_class.enum_ex P = Bex (UNIV::’a prot_atom set) P" for P
using *(1) Bex_set[of "map Atom enum_class.enum" P]
by (auto simp add: enum_ex_prot_atom_def)
qed
end

lemma wellformed_transaction_cases:
assumes "wellformed_transaction T"
shows
"(1,x) € set (transaction_receive T) = Jt. x = receive(t)" (is "7A = 74°")
"(1,x) € set (transaction_selects T) =—>
(3t s. x = (t :=s)) V (It s. x = select(t,s))" (is "?B = 7B’")
"(1,x) € set (transaction_checks T) —>
(3t s. x=(t==5)) V (It s. x=(tins)) V (IXF G. x = VX(V#: F V¢: G))" (is "7C
= 7C’")
"(1,x) € set (transaction_updates T) —>
(3t s. x = insert(t,s)) V (It s. x = delete(t,s))" (is "?D = ?D’")
"(1,x) € set (transaction_send T) =—> 3t. x = send(t)" (is "PE — ?E’")
proof -
have a:
"list_all is_Receive (unlabel (transaction_receive T))"
"list_all is_Assignment (unlabel (transaction_selects T))"
"list_all is_Check (unlabel (transaction_checks T))"
"list_all is_Update (unlabel (transaction_updates T))"
"list_all is_Send (unlabel (transaction_send T))"
using assms unfolding wellformed_transaction_def by metis+

note b = Ball_set unlabel_in

note c¢ = stateful_strand_step.collapse

show "?A —> 7A’" by (metis (mono_tags, lifting) a(1) b c(2))

show "?B —> 7B’" by (metis (mono_tags, lifting) a(2) b c(3,6))

show "?C = ?7C’" by (metis (mono_tags, lifting) a(3) b c(3,6,7))

show "?D —> 7D’" by (metis (mono_tags, lifting) a(4) b c(4,5))

show "?E —> 7E’" by (metis (mono_tags, lifting) a(5) b c(1))
qged

lemma wellformed_transaction_unlabel_cases:
assumes "wellformed_transaction T"
shows
"x € set (unlabel (transaction_receive T)) = Jt. x = receive(t)" (is "7A = ?4°")
"x € set (unlabel (transaction_selects T)) —
(It s. x = (t :=s)) V (It s. x = select(t,s))" (is "?B = 7B’")
"x € set (unlabel (transaction_checks T)) —>
(3t s. x=(t ==5)) V (3t s. x=(t ins)) V (3XFG. x = VX(V£: F V¢: G))"
(is "7C = 72C’")
"x € set (unlabel (transaction_updates T)) —
(3t s. x = insert(t,s)) V (It s. x = delete(t,s))" (is "?D = ?D’")
"x € set (unlabel (transaction_send T)) = 3Jt. x = send(t)" (is "?E = 7E’")
proof -
have a:
"list_all is_Receive (unlabel (transaction_receive T))"
"list_all is_Assignment (unlabel (transaction_selects T))"
"list_all is_Check (unlabel (tramsaction_checks T))"
"list_all is_Update (unlabel (transaction_updates T))"
"list_all is_Send (unlabel (transaction_send T))"
using assms unfolding wellformed_transaction_def by metis+

note b Ball_set
note c = stateful_strand_step.collapse
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show "?A —> 7A’°" by (metis (mono_tags, lifting) a(1) b c(2))

show "?B =— 7B’" by (metis (mono_tags, lifting) a(2) b c(3,6))

show "?C =— ?7C’" by (metis (mono_tags, lifting) a(3) b c(3,6,7))

show "?D — 7D’" by (metis (mono_tags, lifting) a(4) b c(4,5))

show "?E — 7E’" by (metis (mono_tags, lifting) a(5) b c(1))
qed

lemma transaction_strand_subsets[simp]:
"set (transaction_receive T) C set (transaction_strand T)"
"set (transaction_selects T) C set (transaction_strand T)"
"set (transaction_checks T) C set (transaction_strand T)"
"set (transaction_updates T) C set (transaction_strand T)"
"set (transaction_send T) C set (transaction_strand T)"
"set (unlabel (transaction_receive T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_selects T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_checks T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_updates T)) C set (unlabel (transaction_strand T))"
"set (unlabel (transaction_send T)) C set (unlabel (transaction_strand T))"
unfolding transaction_strand_def unlabel_def by force+

lemma transaction_strand_subst_subsets[simp]:
"set (transaction_receive T -s5: ) C set (transaction_strand T -jss¢ U)"
"set (transaction_selects T -;ss: ) C set (transaction_strand T -;ss¢ U)"
"set (transaction_checks T -1ss¢ U) C set (transaction_strand T -jss¢ U)"
"set (transaction_updates T .55+ ¥) C set (transaction_strand T -jss¢ U)"
"set (transaction_send T -ss¢ ) C set (transaction_strand T -jss¢ ¥)"
"set (unlabel (transaction_receive T -5+ ¥)) C set (unlabel (transaction_strand T -jss¢ U))"
"set (unlabel (transaction_selects T -ss¢+ #)) C set (unlabel (transaction_strand T -jss¢ ¥))"
"set (unlabel (transaction_checks T -ss¢ ¥)) C set (unlabel (transaction_strand T -ss¢ ¥U))"
"set (unlabel (transaction_updates T -ss+ ¥)) C set (unlabel (transaction_strand T -jss¢ ¥))"
"set (unlabel (transaction_send T -;ss¢+ ¥)) C set (unlabel (transaction_strand T -ss¢ ©¥))"
unfolding transaction_strand_def unlabel_def subst_apply_labeled_stateful_strand_def by force+

lemma transaction_dual_subst_unfold:
"unlabel (dual;ss: (transaction_strand T -jss¢ U)) =
unlabel (dual;ss:+ (transaction_receive T -jss¢ U))@
unlabel (dual;ss: (transaction_selects T -jss¢ U))@
unlabel (dual;ss¢ (transaction_checks T -jss¢ U))@
unlabel (dual;ss+ (transaction_updates T -ss¢+ ¥))@
unlabel (dual;ss; (transaction_send T -jss¢ ¥U))"
by (simp add: transaction_strand_def unlabel_append dual;ss;_append subst_lsst_append)

lemma trms_transaction_unfold:
"trms_transaction T =
trms;ss: (transaction_receive T) U trms;ss: (transaction_selects T) U
trms;ss: (transaction_checks T) U trms;ss: (transaction_updates T) U
trms;ss¢ (transaction_send T)"
by (metis trms,s:_append unlabel_append append_assoc transaction_strand_def)

lemma trms_transaction_subst_unfold:
"trms;ss¢ (transaction_strand T -jss¢ ¥) =
trms;ss¢ (transaction_receive T -s5; ) U trms;ss; (transaction_selects T +ss¢ ¥) U
trms;ss¢ (transaction_checks T -ss¢+ ¥) U trms;ss: (transaction_updates T -jss¢ ¥) U
trms;ss¢ (transaction_send T -jss¢ O)"
by (metis trmsss:_append unlabel_append append_assoc transaction_strand_def subst_lsst_append)

lemma vars_transaction_unfold:
"vars_transaction T =
vars;sst (transaction_receive T) U vars;ss¢ (transaction_selects T) U
vars;sst (transaction_checks T) U vars;ss: (transaction_updates T) U
vars;ss¢ (transaction_send T)"
by (metis vars,s:_append unlabel_append append_assoc transaction_strand_def)
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lemma vars_transaction_subst_unfold:
"vars;ss¢ (transaction_strand T -jss¢ ¥) =
vars;ss¢ (transaction_receive T -ss¢ ¥) U vars;ss: (transaction_selects T -ss¢ ¥) U
vars;ss: (transaction_checks T -ss+ ¥) U vars;ss: (transaction_updates T -jss¢ ¥) U
vars;ss¢ (transaction_send T -jss¢ 9)"
by (metis varsss:_append unlabel_append append_assoc transaction_strand_def subst_lsst_append)

lemma fv_transaction_unfold:
"fv_transaction T =
fvisst (transaction_receive T) U fv;ss¢ (transaction_selects T) U
fvisst (transaction_checks T) U fv;ss: (transaction_updates T) U
fvisst (transaction_send T)"
by (metis fvss:_append unlabel_append append_assoc transaction_strand_def)

lemma fv_transaction_subst_unfold:
"fviss¢ (transaction_strand T -jss¢ U) =
fvisst (transaction_receive T -jsst U) U fviss: (transaction_selects T -jss¢ U) U
fvisst (transaction_checks T -jss¢ ¥) U fviss¢+ (transaction_updates T -ss¢ ¥) U
fvisst (transaction_send T -jss¢ U)"
by (metis fvsst_append unlabel_append append_assoc transaction_strand_def subst_lsst_append)

lemma fv_wellformed_transaction_unfold:
assumes "wellformed_transaction T"
shows "fv_transaction T =
fvysst (transaction_receive T) U fv;ss: (transaction_selects T) U set (transaction_fresh T)"

proof -
let ?A = "set (transaction_fresh T)"
let 7B = "fviss: (transaction_updates T)"
let ?C = "fv;ss+ (transaction_send T)"
let ?D = "fv;ss: (transaction_receive T)"
let ?E = "fv,ss+ (transaction_selects T)"
let ?F = "fv;ss+ (transaction_checks T)"

have "74 C ?B U ?C" "?A N 7D = {}" "?A N ?E = {}" "?F C ?D U ?E" "?B U ?C - ?A C ?D U ?7E"
using assms unfolding wellformed_transaction_def by fast+
thus 7thesis using fv_transaction_unfold by blast
qged

lemma bvars_transaction_unfold:
"bvars_transaction T =
bvars;ss: (transaction_receive T) U bvars;ss; (transaction_selects T) U
bvars;ss¢+ (transaction_checks T) U bvars;ss; (transaction_updates T) U
bvars;ss¢ (transaction_send T)"
by (metis bvarsss:_append unlabel_append append_assoc transaction_strand_def)

lemma bvars_transaction_subst_unfold:
"bvars;ss¢ (transaction_strand T -jss¢ ¥) =
bvars;ss: (transaction_receive T -;ss¢ ¥) U bvars;ss: (transaction_selects T -jss¢ U) U
bvars;ss¢+ (transaction_checks T -ss¢ ¥V) U bvars;ss; (transaction_updates T .55t ¥) U
bvars;ss¢ (transaction_send T -jss¢ U)"
by (metis bvarsss:_append unlabel_append append_assoc transaction_strand_def subst_lsst_append)

lemma bvars_wellformed_transaction_unfold:
assumes "wellformed_transaction T"
shows "bvars_transaction T = bvars;ss: (transaction_checks T)" (is 74)
and "bvars;ss: (transaction_receive T) {}" (is ?B)
and "bvars;ss: (transaction_selects T) {}" (is ?C)
and "bvars;ss: (transaction_updates T) = {}" (is 7D)
and "bvars;sst (transaction_send T) = {}" (is ?7E)
proof -
have 0: "list_all is_Receive (unlabel (transaction_receive T))"
"list_all is_Assignment (unlabel (transaction_selects T))"

14
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"list_all is_Update (unlabel (transaction_updates T))"
"list_all is_Send (unlabel (transaction_send T))"
using assms unfolding wellformed_transaction_def by metis+

have "filter is_NegChecks (unlabel (transaction_receive T)) = []"
"filter is_NegChecks (unlabel (transaction_selects T)) = []"
"filter is_NegChecks (unlabel (transaction_updates T)) = []"
"filter is_NegChecks (unlabel (transaction_send T)) = []"
using list_all_filter_nil[OF 0(1), of is_NegChecks]
list_all_filter_nil[OF 0(2), of is_NegChecks]
list_all_filter_nil[OF 0(3), of is_NegChecks]
list_all_filter_nil[OF 0(4), of is_NegChecks]
stateful_strand_step.distinct_disc(11,21,29,35,39,41)
by blast+
thus 7?4 ?B ?C 7D 7E
using bvars_transaction_unfold[of T]
bvars,s:_NegChecks[of "unlabel (transaction_receive T)"]
bvars,s;_NegChecks[of "unlabel (transaction_selects T)"]
bvarss:_NegChecks[of "unlabel (transaction_updates T)"]
bvars,s:_NegChecks[of "unlabel (transaction_send T)"]
by (metis bvarsgss._def UnionE emptyE list.set(1) list.simps(8) subsetI subset_Un_eq sup_commute)+
qed

lemma transaction_strand_memberD [dest]:
assumes "x € set (transaction_strand T)"
shows "x € set (transaction_receive T) V x € set (transaction_selects T) V
x € set (transaction_checks T) V x € set (transaction_updates T) V
x € set (transaction_send T)"
using assms by (simp add: transaction_strand_def)

lemma transaction_strand_unlabel_memberD[dest] :
assumes "x € set (unlabel (transaction_strand T))"
shows "x € set (unlabel (transaction_receive T)) V x € set (unlabel (transaction_selects T)) V
x € set (unlabel (transaction_checks T)) V x € set (unlabel (transaction_updates T)) V
x € set (unlabel (transaction_send T))"
using assms by (simp add: unlabel_def transaction_strand_def)

lemma wellformed_transaction_strand_memberD [dest]:
assumes "wellformed_transaction T" and "(1,x) € set (transaction_strand T)"
shows
"x = receive(t) =—> (1,x) € set (transaction_receive T)" (is "7A = ?74°")
"x = select(t,s) = (1,x) € set (tramsaction_selects T)" (is "?B = 7B’")
= (t == s) = (1,x) € set (transaction_checks T)" (is "?C = 7C’")
= (t in s) = (1,x) € set (transaction_checks T)" (is "?D = ?D’")
= VX(V#: F V¢: G) = (1,x) € set (transaction_checks T)" (is "PE = 7E’")
= insert(t,s) = (1,x) € set (tramsaction_updates T)" (is "?F = 7F’")
= delete(t,s) =—> (1,x) € set (tramsaction_updates T)" (is "?G — ?7G’")
"x = send(t) = (1,x) € set (transaction_send T)" (is "?H = ?7H’")
proof -
have "(1,x) € set (transaction_receive T) V (1,x) € set (transaction_selects T) V
(1,x) € set (transaction_checks T) V (1,x) € set (transaction_updates T) V
(1,x) € set (transaction_send T)"
using assms(2) by auto
thus "?4 — 74°" "?B — ?7B’" "?C — ?C’" "?D — 7D’"
"?E — ?7E’" "?F — ?7F’" "?G — ?G’" "?H — 7H’"
using wellformed_transaction_cases[OF assms(1)] by fast+
qed

MOM M N N N

n

lemma wellformed_transaction_strand_unlabel_memberD[dest]:
assumes "wellformed_transaction T" and "x € set (unlabel (transaction_strand T))"
shows
"x = receive(t) =—> x € set (unlabel (transaction_receive T))" (is "?A =—> ?A’")
"x = select(t,s) = x € set (unlabel (transaction_selects T))" (is "?B = ?B’")
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"x = (t == s) = x € set (unlabel (tramsaction_checks T))" (is "?C = 7C’")
"x = (t in s) => x € set (unlabel (transaction_checks T))" (is "?D = 7D’")
"x = VX(V#: F V¢: G) —> x € set (unlabel (transaction_checks T))" (is "?E =—> ?E’")
"x = insert(t,s) =—> x € set (unlabel (transaction_updates T))" (is "?F = ?F’")
"x = delete(t,s) =—> x € set (unlabel (transaction_updates T))" (is "?G = 7G’")
"x = send(t) = x € set (unlabel (transaction_send T))" (is "?H — 7H’")
proof -

have "x € set (unlabel (transaction_receive T)) V x € set (unlabel (transaction_selects T)) V
x € set (unlabel (transaction_checks T)) V x € set (unlabel (transaction_updates T)) V
x € set (unlabel (transaction_send T))"
using assms(2) by auto
thus "?4A — ?4°" "?B — ?B’" "?C — ?7C’" "?D — 7D’"
"?E — ?E’" "?F — ?7F’" "?G — ?7G’" "?H — 7H’"
using wellformed_transaction_unlabel_cases[OF assms(1)] by fast+
qged

lemma wellformed_transaction_send_receive_trm_cases:
assumes T: "wellformed_transaction T"
shows "t € trms;ss: (transaction_receive T) —> receive(t) € set (unlabel (transaction_receive T))"
and "t € trms;ss: (transaction_send T) —> send(t) € set (unlabel (transaction_send T))"
using wellformed_transaction_unlabel_cases(1,5) [OF T]
trmsssi_in[of t "unlabel (transaction_receive T)'"]
trmsssi_in[of t "unlabel (transaction_send T)"]
by fastforce+

lemma wellformed_transaction_send_receive_subst_trm_cases:
assumes T: "wellformed_transaction T"
shows "t € trms;ss: (transaction_receive T) -;e¢ ¥ —> receive(t) € set (unlabel (transaction_receive

T “lsst 19))”
and "t € trms;ss: (transaction_send T) -se¢ ¥ —> send(t) € set (unlabel (transaction_send T -ss¢ U))"
proof -

assume "t € trms;ss¢ (transaction_receive T) -se¢ U
then obtain s where s: "s € trms;ss: (transaction_receive T)" "t = s - 9"
by blast
hence "receive(s) € set (unlabel (transaction_receive T))"
using wellformed_transaction_send_receive_trm_cases (1) [OF T] by simp
thus "receive(t) € set (unlabel (transaction_receive T -ss¢ U))"
by (metis s(2) unlabel_subst[of _ ¥] stateful_strand_step_subst_inI(2))
next
assume "t € trms;ss¢ (transaction_send T) -se¢ U
then obtain s where s: "s € trms;ss¢ (transaction_send T)" "t =s - 9"
by blast
hence "send(s) € set (unlabel (transaction_send T))"
using wellformed_transaction_send_receive_trm_cases(2) [OF T] by simp
thus "send(t) € set (unlabel (transaction_send T <ss¢ ¥))"
by (metis s(2) unlabel_subst[of _ V] stateful_strand_step_subst_inI(1))
qed

lemma wellformed_transaction_send_receive_fv_subset:
assumes T: "wellformed_transaction T"
shows "t € trms;ss¢ (transaction_receive T) —> fv t C fv_transaction T" (is "7A — 7?7A°")
and "t € trms;ss: (transaction_send T) — fv t C fv_transaction T" (is "?B — 7B’")
proof -
have "t € trms;ss: (transaction_receive T) —> receive(t) € set (unlabel (transaction_strand T))"
"t € trms;ss¢+ (transaction_send T) — send(t) € set (unlabel (transaction_strand T))"
using wellformed_transaction_send_receive_trm_cases[0OF T, of t]
unfolding transaction_strand_def by force+
thus "?A = ?4’" "?B = 7B’" by (induct "transaction_strand T") auto

qed
lemma dual_wellformed_transaction_ident_cases[dest]:

"list_all is_Assignment (unlabel S) = dual;sst S = S"
"list_all is_Check (unlabel S) —> dual;ss¢ S = S"
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"list_all is_Update (unlabel S) —> dual;sst S = S"
proof (induction S)
case (Cons s S)
obtain 1 x where s: "s = (1,x)" by moura
{ case 1 thus ?case using Cons s unfolding unlabel_def dual;ss;_def by (cases x) auto }
{ case 2 thus ?case using Cons s unfolding unlabel_def dual;ss;_def by (cases x) auto }
{ case 3 thus ?case using Cons s unfolding unlabel_def dual;ss:_def by (cases x) auto }
qed simp_all

lemma wellformed_transaction_wfsst:
fixes T::"(’a, ’b, ’c, ’d) prot_transaction"
assumes T: "wellformed_transaction T"
shows "wf’,s: (set (transaction_fresh T)) (unlabel (dual;ss: (transaction_strand T)))" (is 74)
and "fv_transaction T N bvars_transaction T = {}" (is 7B)
and "set (tramsaction_fresh T) (N bvars_transaction T = {}" (is 7C)
proof -
define T1 where "T1
define T2 where "T2
define T3 where "T3
define T4 where "T4
define T5 where "T5

unlabel (dual;ss: (transaction_receive T))"
unlabel (dual;ss; (transaction_selects T))"
unlabel (dual;ss: (transaction_checks T))"
unlabel (dual;ss+ (transaction_updates T))"
unlabel (dual;ss¢ (transaction_send T))"

define X where "X
define Y where "Y
define Z where "Z

set (transaction_fresh T)"
X U wfvarsoccssse T1"
Y U wfvarsoccsss: T2"

define f where "f AS::((’a,’b,’c) prot_fun, (’a,’b,’c) prot_var) stateful_strand.
U ((Ax. case x of
Receive t = fv t
| Equality Assign _ t’ = fv t’

| Insert t t’ = fv t U fv t’
| - = {}) ¢ set S)"

note defsl = T1_def T2_def T3_def T4_def T5_def
note defs2 = X_def Y_def Z_def
note defs3 = f_def

have 0: "wf’5: V (S @ S°)"
when "wf’s sy V S" "f S’ C wfvarsoccsssy S U V" for V S8 S’
by (metis that wf,s:_append_suffix’ f_def)

have 1: "unlabel (dual;ss: (transaction_strand T)) = T1@T2@T3@T4@T5"
using dual;ss:_append unlabel_append unfolding transaction_strand_def defsl by simp

have 2:

"Vx € set T1. is_Send x" "Vx € set T2. is_Assignment x" "Vx € set T3. is_Check x"
"Vx € set T4. is_Update x" "Vx € set T5. is_Receive x"
"fvsst T3 C fvgsy T1 U fvggy T2" "fvgsy T4 U fvssy T6 C X U fvgsy T1 U fvgsy T2"
"X N fvgse T1 = {}" "X N fvssy T2 = {}"
"Vx € set T2. is_Equality x —> fv (the_rhs x) C fvse T1"

using T unfolding defs! defs2 wellformed_transaction_def

by (auto simp add: Ball_set dual;sst_list_all fvss;_unlabel_dual;ss+_eq simp del: fv,s:_def)

have 3: "wf’ss: X T1" using 2(1)

proof (induction T1 arbitrary: X)
case (Cons s T)
obtain t where "s = send(t)" using Cons.prems by (cases s) moura+
thus 7case using Cons by auto

qged simp

have 4: "f T1 = {}" "fvsst T1 = wfvarsoccsss: T1" using 2(1)

proof (induction T1)
case (Cons s T)
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{ case 1 thus ?case using Cons unfolding defs3 by (cases s) auto }
{ case 2 thus ?case using Cons unfolding defs3 wfvarsoccsssi_def fvss_def by (cases s) auto }
qged (simp_all add: defs3 wfvarsoccsssi_def fvgssi_def)

have 5: "f T2 C wfvarsoccssst T1" "fvsse T2 = £ T2 U wfvarsoccsss: T2" using 2(2,10)
proof (induction T2)
case (Cons s T)
{ case 1 thus ?case using Cons
proof (cases s)
case (Equality ac t t’) thus 7thesis using 1 Cons 4(2) unfolding defs3 by (cases ac) auto
qed (simp_all add: defs3)
}
{ case 2 thus ?case using Cons
proof (cases s)
case (Equality ac t t’)
hence "ac = Assign" "fvssip s = fv t’ U wfvarsoccsssip s" "f (s#T) = fv t> U £ T"
using 2 unfolding defs3 by auto
moreover have "fvgsy T = f T U wfvarsoccsssy T" using Cons.IH(2) 2 by auto
ultimately show ?7thesis unfolding wfvarsoccsssi_def fvsst_def by auto
next
case (InSet ac t t’)
hence "ac = Assign" "fvssip S = wfvarsoccsSssip s" "f (s#T) = £ T"
using 2 unfolding defs3 by auto
moreover have "fvgsy T = f T U wfvarsoccsssy T" using Cons.IH(2) 2 by auto
ultimately show ?7thesis unfolding wfvarsoccsssi_def fvsst_def by auto
ged (simp_all add: defs3)
}

ged (simp_all add: defs3 wfvarsoccsssi_def fvssi_def)

have "f T C fvssy T" for T
proof
fix x show "x € f T — x € fvgg T"
proof (induction T)
case (Cons s T) thus ?case
proof (cases "x € £ T")
case False thus 7thesis
using Cons.prems unfolding defs3 fvss:_def
by (auto split: stateful_strand_step.splits poscheckvariant.splits)

qged auto
ged (simp add: defs3 fv,si_def)
qged
hence 6:
"f T3 C X U wfvarsoccsss: T1 U wfvarsoccssse T2"
"f T4 C X U wfvarsoccsss: T1 U wfvarsoccssst T2"
"f T C X U wfvarsoccssst T1 U wfvarsoccssse T2"
using 2(6,7) 4 5 by blast+
have 7:

"wfvarsoccSsst I3 = {}"

"wfvarsoccsssy T4 = {}"

"wfvarsoccsSgsst I5 = {}"
using 2(3,4,5) unfolding wfvarsoccsss:_def
by (auto split: stateful_strand_step.splits)

have 8:
"f T2 C wfvarsoccsss: T1 U X"
"f T3 C wfvarsoccsss¢ (T1@T2) U X"
"f T4 C wfvarsoccsss: ((T1@T2)@T3) U X"
"f T5 C wfvarsoccsss: (((T1@T2)@T3)@T4) U X"

using 4(1) 5(1) 6 7 wfvarsoccssst_append[of T1 T2]
wfvarsoccsss¢_append [of "T1@T2" T3]
wfvarsoccsssi_append[of "(T1@T2)@T3" T4]

by blast+
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have "wf’;s: X (T1@T2@T3@T4@T5)"
using O[OF O[OF O[OF O[OF 3 8(1)] 8(2)] 8(3)] 8(4)]
unfolding Y_def Z_def by simp

thus 7?4 using 1 unfolding defsl defs2 by simp

have "set (transaction_fresh T) C fv,ss+ (transaction_updates T) U fv;ss: (transaction_send T)"
"fv_transaction T N bvars_transaction T = {}"
using T unfolding wellformed_transaction_def by fast+
thus 7?B ?C using fv_transaction_unfold[of T] bvars_transaction_unfold[of T] by blast+
ged

lemma dual_wellformed_transaction_ident_cases’[dest]:
assumes "wellformed_transaction T"
shows "dual;ss: (transaction_selects T) = transaction_selects T"
"dual;ss: (transaction_checks T) = transaction_checks T"
"dual;ss+ (transaction_updates T) = transaction_updates T"
using assms unfolding wellformed_transaction_def by auto

lemma dual_transaction_strand:
assumes "wellformed_transaction T"
shows "dual;ss: (transaction_strand T) =
dual;ss: (transaction_receive T)@transaction_selects T@transaction_checks T@
transaction_updates T@dual;ss¢ (transaction_send T)"
using dual_wellformed_transaction_ident_cases’[0OF assms] dual;sst_append
unfolding transaction_strand_def by metis

lemma dual_unlabel_transaction_strand:
assumes "wellformed_transaction T"
shows "unlabel (dual;ss¢ (transaction_strand T)) =
(unlabel (dual;ss: (transaction_receive T)))@(unlabel (transaction_selects T))@
(unlabel (transaction_checks T))@(unlabel (transaction_updates T))@
(unlabel (dual;ss: (transaction_send T)))"
using dual_transaction_strand[OF assms] by (simp add: unlabel_def)

lemma dual_transaction_strand_subst:
assumes "wellformed_transaction T"
shows "dual;ss; (transaction_strand T -ss¢ 0) =
(dual;ss¢ (transaction_receive T)@transaction_selects T@transaction_checks T@
transaction_updates T@dual;ss:+ (transaction_send T)) -jsst 0"
proof -
have "dual;ss; (transaction_strand T -jss¢ 0) = dual;ss; (transaction_strand T) -jss¢ 0"
using dual;ss+_subst by metis
thus ?thesis using dual_transaction_strand[OF assms] by argo
qed

lemma dual_transaction_ik_is_transaction_send:
assumes "wellformed_transaction T"
shows "ik,s: (unlabel (dual;ss: (transaction_strand T))) = trmsss: (unlabel (transaction_send T))"
(is "?A = 7B")
proof -
{ fix t assume "t € 74"
hence "receive(t) € set (unlabel (dual;ss; (transaction_strand T)))" by (simp add: ikss:_def)
hence "send(t) € set (unlabel (transaction_strand T))"
using dual;ss:_unlabel_steps_iff(1) by metis
hence "t € ?7B" using wellformed_transaction_strand_unlabel_memberD(8) [OF assms] by force
} moreover {
fix t assume "t € ?7B"
hence "send(t) € set (unlabel (transaction_send T))"
using wellformed_transaction_unlabel_cases(5) [OF assms] by fastforce
hence "receive(t) € set (unlabel (dual;ss: (transaction_send T)))"
using dual;ss;_unlabel_steps_iff(1) by metis
hence "receive(t) € set (unlabel (dual;ss: (transaction_strand T)))"
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using dual_unlabel_transaction_strand[OF assms] by simp
hence "t € 7A" by (simp add: ikssi_def)
} ultimately show "?A = ?B" by auto
qed

lemma dual_transaction_ik_is_transaction_send’:
fixes §::"(’a, ’b,’c) prot_subst"
assumes "wellformed_transaction T"
shows "ik,s; (unlabel (dual;ss¢+ (transaction_strand T -jsst 0))) =
trmsss¢ (unlabel (transaction_send T)) -set 0" (is "?A = ?B")
using dual_transaction_ik_is_transaction_send[OF assms]
subst_lsst_unlabel[of "dual;ss; (transaction_strand T)" ¢]
iksst_subst[of "unlabel (dual;ss: (transaction_strand T))" 6]
dual;sst_subst[of "transaction_strand T" 6]
by auto

lemma db,,+_transaction_prefix_eq:
assumes T: "wellformed_transaction T"
and S: "prefix S (transaction_receive T@transaction_selects T@transaction_checks T)"
shows "db;sst A = dbisst (A@dualisst (S -isst 0))"

proof -
let ?T1 = "transaction_receive T"
let ?T2 = "transaction_selects T"
let ?T3 = "transaction_checks T"

have *: "prefix (unlabel S) (unlabel (?T1@7T2@7T3))" using S prefix_proj(1) by blast

have "list_all is_Receive (unlabel ?T1)"
"list_all is_Assignment (unlabel ?T2)"
"list_all is_Check (unlabel ?T3)"
using T by (simp_all add: wellformed_transaction_def)
hence "Vb € set (unlabel ?T1). —is_Insert b A —is_Delete b"
"Yb € set (unlabel ?T2). —is_Insert b A —is_Delete b"
"Vb € set (unlabel ?T3). —is_Insert b A —is_Delete b"
by (metis (mono_tags, lifting) Ball_set stateful_strand_step.distinct_disc(16,18),
metis (mono_tags, lifting) Ball_set stateful_strand_step.distinct_disc(24,26,33,37),
metis (mono_tags, lifting) Ball_set stateful_strand_step.distinct_disc(24,26,33,35,37,39))
hence "Vb € set (unlabel (?T1@7T2@7?T3)). —is_Insert b A —is_Delete b"
by (auto simp add: unlabel_def)
hence "Vb € set (unlabel S). —is_Insert b A —is_Delete b"
using * unfolding prefix_def by fastforce
hence "Vb € set (unlabel (dual;ss¢ S) -ss¢ 0). —is_Insert b A —is_Delete b"
proof (induction S)
case (Cons a S)
then obtain 1 b where "a = (1,b)" by (metis surj_pair)
thus 7case
using Cons unfolding dual;ss:_def unlabel_def subst_apply_stateful_strand_def
by (cases b) auto
qged simp
hence **: "Vb € set (unlabel (dual;ss:t (S <sst 0))). —is_Insert b A —is_Delete b"
by (metis dual;ss:_subst_unlabel)

show ?thesis
using dbss:_no_upd_append [OF **] unlabel_append
unfolding dbss;_def by metis
qed

lemma db;ss:_dual;sst_set_ex:
assumes "d € set (db’;ss¢ (dual;ss¢ A -1ss¢ U) I D)"
"Vt u. insert(t,u) € set (unlabel 4) — (3s. u
"Vt u. delete(t,u) € set (unlabel 4) — (3Is. u
"Vd € set D. ds. snd d = Fun (Set s) []"
shows "ds. snd d = Fun (Set s) []"

Fun (Set s) [1)"
Fun (Set s) [1)"
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using assms
proof (induction A arbitrary: D)
case (Cons a A)
obtain 1 b where a: "a = (1,b)" by (metis surj_pair)

have 1: "unlabel (dual;ss: (a#d) -ss¢ ¥) = receive(t - J)#unlabel (dual;sst A “1sst V)"
when "b = send(t)" for t
by (simp add: a that subst_lsst_unlabel_cons)

have 2: "unlabel (dualiss: (a#h) -1ss¢+ ¥) = send(t - U)#unlabel (dual;sst A ‘1sst V)"
when "b = receive(t)" for t
by (simp add: a that subst_lsst_unlabel_cons)

have 3: "unlabel (dual;ss¢+ (a#h) -1ss¢t ¥) = (b -sstp V)#unlabel (dualisst A -1sst V)"
when "Jt. b = send(t) V b = receive(t)"
using a that dual;ss:_Cons subst_lsst_unlabel_cons[of 1 b]
by (cases b) auto

show ?case using 1 2 3 a Cons by (cases b) fastforce+
qed simp

lemma is_Fun_SetE[elim]:
assumes t: "is_Fun_Set t"
obtains s where "t = Fun (Set s) []"

proof (cases t)
case (Fun f T)
then obtain s where "f = Set s" using t unfolding is_Fun_Set_def by (cases f) moura+
moreover have "T = []" using Fun t unfolding is_Fun_Set_def by (cases T) auto
ultimately show ?thesis using Fun that by fast

qged (use t is_Fun_Set_def in fast)

lemma Fun_Set_InSet_iff:
"(u = {(a: Var x € Fun (Set s) []1)) +—
(is_InSet u N is_Var (the_elem_term u) A is_Fun_Set (the_set_term u) A
the_Set (the_Fun (the_set_term u)) = s A the_Var (the_elem_term u) = x A the_check u = a)"
(is "?A +— ?B")
proof
show "?A —> 7B" unfolding is_Fun_Set_def by auto

assume B: 7B
thus 74
proof (cases u)
case (InSet b t t’)
hence "b = a" "t = Var x" "t’ = Fun (Set s) []"
using B by (simp, fastforce, fastforce)
thus 7thesis using InSet by fast
qged auto
qed

lemma Fun_Set_NotInSet_iff:
"(u = (Var x not in Fun (Set s) [1)) +—
(is_NegChecks u A bvarsssip u = [] A the_eqs u = [] A length (the_ins u) =1 A
is_Var (fst (hd (the_ins u))) A is_Fun_Set (snd (hd (the_ins u)))) A
the_Set (the_Fun (snd (hd (the_ins u)))) = s A the_Var (fst (hd (the_ins u))) = x"
(is "?A <— ?7B")
proof
show "?A — 7B" unfolding is_Fun_Set_def by auto

assume B: 7B

show 74

proof (cases u)
case (NegChecks X F F’)
hence "X = []" "F = []"
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using B by auto

moreover have "fst (hd (the_ins u)) = Var x" "snd (hd (the_ins u)) = Fun (Set s) []"
using B is_Fun_SetE[of "snd (hd (the_ins u))"]
by (force, fastforce)

hence "F’ = [(Var x, Fun (Set s) []1)]"
using NegChecks B by (cases "the_ins u") auto

ultimately show 7thesis using NegChecks by fast

ged (use B in auto)
qged

lemma is_Fun_Set_exi: "is_Fun_Set x <— (Js. x = Fun (Set s) [])"
by (metis prot_fun.collapse(2) term.collapse(2) prot_fun.disc(15) term.disc(2)
term.sel(2,4) is_Fun_Set_def un_Funl_def)

lemma is_Fun_Set_subst:
assumes "is_Fun_Set S’"
shows "is_Fun_Set (S’ - o)"
using assms by (fastforce simp add: is_Fun_Set_def)

lemma is_Update_in_transaction_updates:

assumes tu: "is_Update t"

assumes t: "t € set (unlabel (transaction_strand TT))"

assumes vt: "wellformed_transaction TT"

shows "t € set (unlabel (transaction_updates TT))"
using t tu vt unfolding transaction_strand_def wellformed_transaction_def list_all_iff
by (auto simp add: unlabel_append)

lemma transaction_fresh_vars_subset:
assumes "wellformed_transaction T"
shows "set (transaction_fresh T) C fv_transaction T"
using assms fv_transaction_unfold[of T]
unfolding wellformed_transaction_def
by auto

lemma transaction_fresh_vars_notin:
assumes T: "wellformed_transaction T"
and x: "x € set (transaction_fresh T)"

shows "x ¢ fv,ss: (transaction_receive T)" (is ?4)
and "x ¢ fv,;ss¢ (transaction_selects T)" (is ?7B)
and "x ¢ fv,ss+ (transaction_checks T)" (is ?C)
and "x ¢ vars;ss: (transaction_receive T)" (is 7D)
and "x ¢ vars;ss: (transaction_selects T)" (is ?7E)
and "x ¢ vars;ss: (transaction_checks T)" (is 7F)
and "x ¢ bvars;ss; (transaction_receive T)" (is 7G)
and "x ¢ bvars;ss: (transaction_selects T)" (is ?H)
and "x ¢ bvars;ss:+ (transaction_checks T)" (is ?I)

proof -

have 0:

"set (transaction_fresh T) C fv;ss; (transaction_updates T) U fv;ss: (transaction_send T)"

"set (transaction_fresh T) N fv;ss¢ (transaction_receive T) = {}"

"set (transaction_fresh T) N fv;ss¢ (transaction_selects T) = {}"

"fv_transaction T N bvars_transaction T = {}"

"fviss¢ (transaction_checks T) C fv;ss: (transaction_receive T) U fv;ss¢ (transaction_selects T)"
using T unfolding wellformed_transaction_def
by fast+

have 1: "set (transaction_fresh T) N bvars;sst (transaction_checks T) = {}"
using 0(1,4) fv_transaction_unfold[of T] bvars_transaction_unfold[of T] by blast

have 2:
"varsss¢ (transaction_receive T) = fv;ss¢+ (transaction_receive T)"
"vars;ss¢ (transaction_selects T) = fv,ss: (transaction_selects T)"
"bvars;ss¢ (transaction_receive T) = {}"
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"bvars;ss¢ (transaction_selects T) = {}"
using bvars_wellformed_transaction_unfold[0OF T] bvars_transaction_unfold[of T]
varssst_1is_Ivsst_bvarssst [of "unlabel (transaction_receive T)"]
varssst_is_fvssi_bvarssst [of "unlabel (transaction_selects T)"]
by blast+

show ?A ?B 7C 7D ?E 7?G 7H 7?I using 0 1 2 x by fast+

show ?F using 0(2,3,5) 1 x varsssi_is_fvssi_bvarsssi[of "unlabel (transaction_checks T)"] by fast
qed

lemma transaction_proj_member:

assumes "T € set P"

shows "transaction_proj n T € set (map (transaction_proj n) P)"
using assms by simp

lemma transaction_strand_proj:
"transaction_strand (transaction_proj n T) = proj n (transaction_strand T)"
proof -
obtain A B C D E F where "T = Transaction A B C D E F" by (cases T) simp
thus ?thesis
using transaction_proj.simps[of n A B C D E F]
unfolding transaction_strand_def proj_def Let_def by auto
qed

lemma transaction_proj_fresh_eq:
"transaction_fresh (transaction_proj n T) = transaction_fresh T"
proof -
obtain A B C D E F where "T = Transaction A B C D E F" by (cases T) simp
thus 7?thesis
using transaction_proj.simps[of n A B C D E F]
unfolding transaction_fresh_def proj_def Let_def by auto
qed

lemma transacti on_proj_trms_subset:
"trms_transaction (transaction_proj n T) C trms_transaction T"
proof -
obtain A B C D E F where "T = Transaction A B C D E F" by (cases T) simp
thus ?thesis
using transaction_proj.simps[of n A B C D E F] trmsss¢_proj_subset (1) [of n]
unfolding transaction_fresh_def Let_def transaction_strand_def by auto
qed

lemma transaction_proj_vars_subset:
"vars_transaction (transaction_proj n T) C vars_transaction T"
proof -
obtain A B C D E F where "T = Transaction A B C D E F" by (cases T) simp
thus ?thesis
using transaction_proj.simps[of n A B C D E F]
sst_vars_proj_subset(3) [of n "transaction_strand T"]
unfolding transaction_fresh_def Let_def transaction_strand_def by simp
qed

end

2.2 Term Abstraction (Term_Abstraction)

theory Term_Abstraction
imports Transactions
begin
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2.2.1 Definitions

fun to_abs ("ap") where
"ao [1 _ = {}"
| "ag ((Fun (Val m) [],Fun (Set s) S)#D) n =
(if m = n then insert s (oo D n) else ag D n)"
| "ag (_#D) n = ap D n"

fun abs_apply_term (infixl "-o" 67) where

"Var x o o = Var x"
| "Fun (Val n) T - o = Fun (Abs (a n)) (map (At. t o @) T)"
| "Fun £ T ' o« = Fun £ (map (At. t o @) T)"

definition abs_apply_list (infixl "-4;;5¢" 67) where
"M -arist @« = map (At. t o a) M"

definition abs_apply_terms (infixl "-qsc+" 67) where
"Moaset @ = (At t oo @) CM"

definition abs_apply_pairs (infixl "-qpeirs" 67) where
"F apairs @ = map (A(s,t). (s ‘o a, t o a)) F"

definition abs_apply_strand_step (infixl "-o.p" 67) where

"s castp @ = (case s of
(1,send(t)) = (1,send(t -o a))
(1,receive(t)) = (1,receive(t -o «))
(1,{ac: t = t’)) = (1,{ac: (t o @) = (t’ o @)))
(1,insert(t,t’)) = (I1,insert(t o a,t’ o «))
(1,delete(t,t’)) = (1,delete(t o a,t’ o a))
(1,{ac: t € t’)) = (1,{ac: (t o @) € (t’ o @)))
(1,YX(V#: F V¢: F’)) = (1,VX(V#: (F ‘apairs @) V&: (F’

—_—— — — — —

definition abs_apply_strand (infixl "-os;" 67) where
"S ast @ = map (Ax. X qstp @) S"

2.2.2 Lemmata

lemma to_abs_alt_def:
"oop Dn = {s. 38. (Fun (Val n) [], Fun (Set s) S) € set D}"
by (induct D n rule: to_abs.induct) auto

lemma abs_term_apply_const[simp] :
"is_Val f = Fun f [] o a = Fun (Abs (a (the_Val f))) []"
"—is_Val f — Fun f [] « a = Fun f []"

by (cases f; auto)+

lemma abs_fv: "fv (t - a) = fv t"
by (induct t a rule: abs_apply_term.induct) auto

lemma abs_eq_if_no_Val:
assumes "Vf € funs_term t. —is_Val f"
shows "t . a =1t -« b"
using assms
proof (induction t)
case (Fun f T) thus 7case by (cases f) simp_all
qged simp

lemma abs_list_set_is_set_abs_set: "set (M -qiist @) = (set M)
unfolding abs_apply_list_def abs_apply_terms_def by simp

lemma abs_set_empty[simp]: "{} -qset @ = {}"
unfolding abs_apply_terms_def by simp

24

‘apairs a) >)) "

‘aset a"



2.2 Term Abstraction (Term_Abstraction)

lemma abs_in:
assumes "t € M"
shows "t o @ € M gser Q"
using assms unfolding abs_apply_terms_def
by (induct t « rule: abs_apply_term.induct) blast+

lemma abs_set_union: "(A U B) ‘aset @ = (A aset @) U (B ‘aset a)"
unfolding abs_apply_terms_def
by auto

lemma abs_subterms: "subterms (t -, «) = subterms t -qset Q"
proof (induction t)

case (Fun f T) thus 7case by (cases f) (auto simp add: abs_apply_terms_def)
qged (simp add: abs_apply_terms_def)

lemma abs_subterms_in: "s € subterms t —> s - a € subterms (t -, a)"
proof (induction t)

case (Fun f T) thus ?case by (cases f) auto
qged simp

lemma abS_ik_append-' "(iksst (A@B) ‘set I) ‘aset A = (iksst A et I) ‘aset @ U (iksst B set I) ‘aset @'
unfolding abs_apply_terms_def ikss:_def
by auto

lemma to_abs_in:
assumes "(Fun (Val n) [], Fun (Set s) []) € set D"
shows "s € a9 D n"

using assms by (induct rule: to_abs.induct) auto

lemma to_abs_empty_iff_notin_db:
"Fun (Val n) [] -« oo D = Fun (Abs {}) [] +— (ﬂs S. (Fun (Val n) [], Fun (Set s) S) € set D)"
by (simp add: to_abs_alt_def)

lemma to_abs_list_insert:

assumes "Fun (Val n) [] # t"

shows "oy D n = a9 (List.insert (t,s) D) n"
using assms to_abs_alt_def[of D n] to_abs_alt_def[of "List.insert (t,s) D" n]
by auto

lemma to_abs_list_insert’:
"insert s (ap D n) = a9 (List.insert (Fun (Val n) [], Fun (Set s) S) D) n"
using to_abs_alt_def[of D n]
to_abs_alt_def[of "List.insert (Fun (Val n) [], Fun (Set s) S) D" n]
by auto

lemma to_abs_list_remove_all:

assumes "Fun (Val n) [] # t"

shows "ag D n = a9 (List.removeAll (t,s) D) n"
using assms to_abs_alt_def[of D n] to_abs_alt_def[of "List.removeAll (t,s) D" n]
by auto

lemma to_abs_list_remove_all’:
"ag D n - {s} = ao (filter (Ad. BS. d = (Fun (Val n) [], Fun (Set s) S)) D) n"
using to_abs_alt_def[of D n]
to_abs_alt_def[of "filter (\d. $S. d = (Fun (Val n) [], Fun (Set s) S)) D" n]
by auto

lemma to_abs_dbss¢_append:
assumes "Vu s. insert(u, s) € set B — Fun (Val n) [] # u - I"
and "Vu s. delete(u, s) € set B — Fun (Val n) [] # u - I"
shows "ag (db’sst A Z D) n = g (db’ss¢t (A@GB) 7 D) n"
using assms
proof (induction B rule: List.rev_induct)
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case (snoc b B)
hence IH: "ap (db’sst A Z D) n = ao (db’ss: (AGB) Z D) n" by auto
have *: "Vu s. b = insert(u,s) — Fun (Val n) [] # u - I"
"Vu s. b = delete(u,s) — Fun (Val n) [] # u - I"
using snoc.prems by simp_all
show ?case
proof (cases b)
case (Insert u s)
hence **: "db’ss; (A@B@[b]) Z D = List.insert (u - Z,s - Z) (db’ss: (A@GB) 7 D)"
using dbs:_append[of "A@GB" "[b]"] by simp
have "Fun (Val n) [] # u - Z" using *(1) Insert by auto
thus ?thesis using IH ** to_abs_list_insert by metis
next
case (Delete u s)
hence **: "db’.s; (A@B@[b]) 7 D = List.removeAll (u - Z,s - Z) (db’ss; (A@B) Z D)"
using dbss:_append[of "A@B" "[b]"] by simp
have "Fun (Val n) [] # u - Z" using *(2) Delete by auto
thus ?thesis using IH ** to_abs_list_remove_all by metis
qged (simp_all add: dbss:_no_upd_append[of "[b]" "A@B"] IH)
qed simp

lemma to_abs_neq_imp_db_update:
assumes "ap (dbsst 4 I) n # oo (dbsst (AGB) I) n"
shows "Ju s. u - I = Fun (Val n) [] A (insert(u,s) € set B V delete(u,s) € set B)"
proof -
{ fix D have 7thesis when "ao D n # «aop (db’ss¢ B I D) n" using that
proof (induction B I D rule: db’ss¢.induct)
case 2 thus ?case
by (metis db’ss:.simps(2) list.set_intros(1,2) subst_apply_pair_pair to_abs_list_insert)
next
case 3 thus ?case
by (metis db’ss:.simps(3) list.set_intros(1,2) subst_apply_pair_pair to_abs_list_remove_all)
qged simp_all
} thus ?thesis using assms by (metis dbss:_append dbss:_def)
qged

lemma abs_term_subst_eq:
fixes § ¥::"((’a,’b,’c) prot_fun, (’d,’e prot_atom) term X nat) subst"
assumes "Vx € fvt. § x \w a =Y x o b"
and "3n T. Fun (Val n) T € subterms t"
shows "t - 0 ' a=1t -9 o b"
using assms
proof (induction t)
case (Fun f T) thus ?case
proof (cases f)
case (Val n)
hence False using Fun.prems(2) by blast
thus 7thesis by metis
qed auto
qed simp

lemma abs_term_subst_eq’:
fixes § ¥::"((’a,’b,’c) prot_fun, (’d,’e prot_atom) term X nat) subst"
assumes "Vx € fv t. § x ' a = U x"
and "3n T. Fun (Val n) T € subterms t"
shows "t - 0 - a =1t - 9"
using assms
proof (induction t)
case (Fun f T) thus ?case
proof (cases f)
case (Val n)
hence False using Fun.prems(2) by blast
thus 7thesis by metis
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qed auto
qed simp

lemma abs_val_in_funs_term:
assumes "f € funs_term t" "is_Val f"
shows "Abs (a (the_Val f)) € funs_term (t -o )"
using assms by (induct t « rule: abs_apply_term.induct) auto

end

2.3 Stateful Protocol Model (Stateful_Protocol_Model)

theory Stateful_Protocol_Model
imports Stateful_Protocol_Composition_and_Typing.Stateful_Compositionality
Transactions Term_Abstraction
begin

2.3.1 Locale Setup

locale stateful_protocol_model =
fixes arityy::"’fun = nat"
and aritys::"’sets = nat"
and publicy::"’fun = bool"
and Anay::"’fun = (((’fun,’atom::finite,’sets) prot_fun, nat) term list X nat list)"
and I'y::"’fun = ’atom option"
and label_witness1::"’1bl"
and label_witness2::"’1bl"
assumes Anay_assml: "Vf. let (K, M) = Anay f in (Vk € subterms,.; (set K).
is_Fun k — (is_Fu (the_Fun k)) A length (args k) = arity; (the_Fu (the_Fun k)))"
and Anay_assm2: "Vf. let (K, M) = Anay f in Vi € fvse; (set K) U set M. i < arityy f"
and publicy_assm: "Vf. arityy f > (0::nat) — publicy f"
and I'y_assm: "Vf. arityy; f = (0::nat) — I'y f # None"
and label_witness_assm: "label_witnessl 75 label_witness2"
begin

lemma Anay_assmi_alt:
assumes "Anay f = (K,M)" "k € subtermss.; (set K)"
shows "(Jdx. k = Var x) V (3h T. k = Fun (Fu h) T A length T = arityy h)"
proof (cases k)
case (Fun g T)
let ?P = "Ak. is_Fun k — is_Fu (the_Fun k) A length (args k) = arity; (the_Fu (the_Fun k))"
let ?Q = "MK M. Vk € subtermss.: (set K). 7P k"

have "?7Q (fst (Anajy f)) (snd (Anay f))" using Ana;_assml split_beta[of ?7Q "Ana; f"] by meson
hence "7Q K M" using assms(1) by simp
hence "7P k" using assms(2) by blast
thus ?7thesis using Fun by (cases g) auto
qged simp

lemma Anay_assm2_alt:
assumes "Anay f = (K,M)" "i € fvse; (set K) U set M"
shows "i < arityy f"

using Ana;_assm2 assms by fastforce

2.3.2 Definitions

fun arity where

"arity (Fu f) = arityy f"
"arity (Set s) = aritys s"
"arity (Val _) = 0"

"arity (Abs _) = 0"

"arity Pair = 2"

—_—— — —
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"arity (Attack _) = 0"

"arity OccursFact = 2"

"arity OccursSec = 0"

"arity (PubConstAtom _ _) = 0"

"arity (PubConstSetType _) = 0"
"arity (PubConstAttackType _) = 0"
"arity (PubConstBottom _) = 0"

"arity (PubConstOccursSecType _) = 0"

e

fun public where

"public (Fu f) = publicy f"

"public (Set s) = (arity, s > 0)"
"public (Val n) = snd n"

"public (Abs _) = False"

"public Pair = True"

"public (Attack _) = False"

"public OccursFact = True"

"public OccursSec = False"

"public (PubConstAtom _ _) = True"
"public (PubConstSetType _) = True"
"public (PubConstAttackType _) = True"
"public (PubConstBottom _) = True"
"public (PubConstOccursSecType _) = True"

—~— m— e e e =

fun Ana where
"Ana (Fun (Fu f) T) = (
if arityy f = length T A arityy £ > 0
then let (K,M) = Anay f in (K -3¢ (!) T, map ((!) T) M)
else ([1, [1))"
| "Ana _ = ([], [1])"

definition I', where
"Ty v = (
if (Vt € subterms (fst v).
case t of (TComp f T) = arity f > 0 A arity f = length T |
then fst v
else TAtom Bottom)"

= True)

fun I' where
"T" (var v) = TI'y, v"
| "T" (Fun £ T) = (
if arity £ = 0
then case f of
(Fu g) = TAtom (case I'y g of Some a = Atom a | None = Bottom)
| (Val _) = TAtom Value
| (Abs _) = TAtom Value
| (Set _) = TAtom SetType
| (Attack _) = TAtom AttackType
| OccursSec = TAtom OccursSecType
| (PubConstAtom a _) = TAtom (Atom a)
| (PubConstSetType _) = TAtom SetType
| (PubConstAttackType _) = TAtom AttackType
| (PubConstBottom _) => TAtom Bottom
| (PubConstOccursSecType _) = TAtom OccursSecType
/ = TAtom Bottom
else TComp f (map I' T))"

lemma I'_consts_simps[simp] :
"arityy g = 0 = I' (Fun (Fu g) []) = TAtom (case I'y g of Some a = Atom a | None = Bottom)"
"I" (Fun (Val n) []) = TAtom Value"
"I" (Fun (Abs b) []) = TAtom Value"
"aritys s = 0 = I' (Fun (Set s) []) = TAtom SetType"
"I (Fun (Attack x) []) = TAtom AttackType"
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"' (Fun OccursSec []) = TAtom OccursSecType"

"T" (Fun (PubConstAtom a t) []) = TAtom (Atom a)"

"I' (Fun (PubConstSetType t) []) = TAtom SetType"

"I (Fun (PubConstAttackType t) []) = TAtom AttackType"

"T" (Fun (PubConstBottom t) []) = TAtom Bottom"

"I' (Fun (PubConstOccursSecType t) []) = TAtom OccursSecType"

by simp+

lemma I'_Set_simps[simp]:
"aritys s # 0 = I' (Fun (Set s) T) = TComp (Set s) (map I' T)"

"T" (Fun (Set s) T)

"T" (Fun (Set s) T)

"T" (Fun (Set s) T)

"T" (Fun (Set s) T)

"T" (Fun (Set s) T)

"T" (Fun (Set s) T)
by auto

= TAtom SetType V I' (Fun (Set s) T) = TComp (Set s) (map I' T)"
TAtom Value"

TAtom (Atom a)"

TAtom AttackType"

TAtom OccursSecType"

TAtom Bottom"

RN I N N

2.3.3 Locale Interpretations

lemma Ana_Fu_cases:

assumes "Ana (Fun £ T) = (K,M)"

and "f = Fu g"

and "Anay g = (K’,M’)"
shows "(K,M) = (if arityy g = length T A arityy; g > 0
then (K’ -1is¢ (1) T, map ((!) T) M)
else ([1,[1))" (is 74)

and "(K,M) = (K’

proof -

st (1) T, map ((1) T) M) V (K,M) = ([],[1)" (is ?B)

show 74 using assms by (cases "arity; g = length T A arityy g > 0") auto

thus 7?B by metis
qed

lemma Ana_Fu_intro:
assumes "arityy f

= length T" "arityy £ > 0"

and "Anay f = (K’,M’)"
shows "Ana (Fun (Fu f) T) = (K’ -4s¢ (!) T, map ((!) T) M’)"

using assms by simp

lemma Ana_Fu_elim:

assumes "Ana (Fun f T) = (K,M)"

and "f = Fu g"

and "Anay g = (K’,M’)"
and "(K,M) # ([1,[1)"
shows "arity; g = length T" (is 74)

and "(K,M) = (K’
proof -

1ist (1) T, map ((!) T) M’)" (is 7B)

show 74 using assms by force
moreover have "arity; g > 0" using assms by force
ultimately show 7B using assms by auto

qed

lemma Ana_nonempty_inv:
assumes "dna t # ([],[1)"
shows "3f T. t = Fun (Fu f) T A arityy f = length T A arityy £ > 0 A
(3K M. Anay £ = (K, M) A Ana t = (K -155¢ (!) T, map ((!) T) M))"

using assms

proof (induction t rule: Ana.induct)

case (1 £ T)

hence *: "arity; f = length T" "0 < arityy f"

"Ana (Fun (Fu f) T) = (case Anay f of (K, M) = (K -is¢ (!) T, map ((!) T) M))"
using Ana.simps(1) [of f T] unfolding Let_def by metis+
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obtain K M where #*: "Anay f = (K, M)" by (metis surj_pair)
hence "Ana (Fun (Fu f) T) = (K -1is¢+ (!) T, map ((!) T) M)" using *(3) by simp
thus ?case using ** *(1,2) by blast

qged simp_all

lemma assmi:
assumes "Ana t = (K,M)"
shows "fvgse: (set K) C fv t"
using assms
proof (induction t rule: term.induct)
case (Fun f T)
have aux: "fvgse: (set K -ser (1) T) C fvger (set T)"
when K: "Vi € fvser (set K). i < length T"
for K::"((’fun,’atom, ’sets) prot_fun, nat) term list"
proof
fix x assume "x € fvges (set K -ger (1) T)"
then obtain k¥ where k: "k € set K" "x € fv (k - (!) T)" by moura
have "Vi € fv k. i < length T" using K k(1) by simp
thus "x € fvser (set T)"
by (metis (no_types, lifting) k(2) contra_subsetD fv_set_mono image_subsetI nth_mem
subst_apply_fv_unfold)
qed

{ fix g assume f: "f = Fu g" and K: "K # []"
obtain K’ M’ where *: "Ana; g = (K’,M’)" by moura
have "(K, M) # ([1, [])" using K by simp
hence "(K, M) = (K’ -is¢ (!) T, map ((!) T) M’)" "arityy g = length T"
using Ana_Fu_cases (1) [OF Fun.prems f *]
by presburger+
hence ?case using aux[of K’] Anaj_assm2_alt[OF *] by auto
} thus ?case using Fun by (cases f) fastforce+
qged simp

lemma assm2:
assumes "Adna t = (K,M)"
and "Ag S’. Fun g S° C t = length S’ = arity g"
and "k € set K"
and "Fun f T’ C k"
shows "length T’ = arity f"
using assms
proof (induction t rule: term.induct)
case (Fun g T)
obtain h where 2: "g = Fu h"
using Fun.prems(1,3) by (cases g) auto
obtain K’ M’ where 1: "Anay h = (K’,M’)" by moura
have "(K,M) # ([],[])" using Fun.prems(3) by auto
hence "(K,M) = (K’ -155¢+ (1) T, map ((!) T) M’)"
"Ai. i € fvser (set K’) U set M’ —> i < length T"
using Ana_Fu_cases (1) [OF Fun.prems(1) 2 1] Anay_assm2_alt[OF 1]
by presburger+
hence "K = K’ -jis¢ (!) T" and 3: "Vi€fvge: (set K’). i < length T" by simp_all
then obtain k’ where k’: "k’ € set K’" "k = k’ - (!) T" using Fun.prems(3) by moura
hence 4: "Fun f T’ € subterms (k’ - (!) T)" "fv k> C fvgse; (set K?)"
using Fun.prems(4) by auto
show 7case
proof (cases "di € fv k’. Fun f T’ € subterms (T ! i)")
case True
hence "Fun f T’ € subtermss.: (set T)" using k’ Fun.prems(4) 3 by auto
thus ?thesis using Fun.prems(2) by auto
next
case False
then obtain S where "Fun f S € subterms k’" "Fun f T> = Fun £ S - (!) T"
using k’(2) Fun.prems(4) subterm_subst_not_img_subterm by force
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thus ?thesis using Anaj;_assmi_alt[OF 1, of "Fun f S"] k’(1) by (cases f) auto
qged
qged simp

lemma assm4:
assumes "Ana (Fun £ T) = (K, M)"
shows "set M C set T"
using assms
proof (cases f)
case (Fu g)
obtain K’ M’ where *: "Anay g = (K’,M’)" by moura
have "M = [] V (arityy g = length T A M = map ((!) T) M’)"
using Ana_Fu_cases (1) [OF assms Fu *]
by (meson prod.inject)
thus ?7thesis using Ana;_assm2_alt[OF *] by auto
qged auto

lemma assm5: "Ana t = (K,M) = K # [] VM # [] = Ana (t - 6) = (K -1ist 0, M -i5t )"
proof (induction t rule: term.induct)
case (Fun f T) thus 7case
proof (cases f)
case (Fu g)
obtain K’ M’ where *: "Anay g = (K’,M’)" by moura
have *x: "K = K’ .;5¢ (1) T" "M = map ((!) T) M’"
"arityy g = length T" "Vi € fvse: (set K’) U set M’. i < arityy g" "O < arity; g"
using Fun.prems(2) Ana_Fu_cases(1) [OF Fun.prems(1) Fu *] Anay_assm2_alt[OF *]
by (meson prod.inject)+

have ***: "Vi € fvger (set K’). i < length T" "Vi € set M’. i < length T" using **(3,4) by auto

have "K ‘155t 6 = K’ 155t (!) (map (At. t - 46) )"
"M -ist 0 = map ((!) (map (At. t - 6) T)) M°"
using subst_idx_map[0OF ***(2), of ¢]
subst_idx_map’ [OF ***(1), of ]
*%(1,2)
by fast+
thus 7thesis using Fu * ¥x(3,5) by auto
qged auto
qed simp

sublocale intruder_model arity public Ana
apply unfold_locales
by (metis assml, metis assm2, rule Ana.simps, metis assm4, metis assmb)

adhoc_overloading INTRUDER_SYNTH intruder_synth
adhoc_overloading INTRUDER_DEDUCT intruder_deduct

lemma assm6: "arity ¢ = 0 = Ja. VX. I' (Fun ¢ X) = TAtom a" by (cases c¢) auto
lemma assm7: "0 < arity £ = I' (Fun f T) = TComp £ (map I' T)" by auto

lemma assm8: "infinite {c. I' (Fun ¢ []::(’fun,’atom, ’sets) prot_term) = TAtom a A public c}"
(is "7P a")
proof -
let ?T = "Af. (range f)::(’fun, ’atom, ’sets) prot_fun set"
let ?7A = "Af. Vx::nat € UNIV. Vy::nat € UNIV. (f x = f y) = (x = y)"
let 7B = "Af. Vx::nat € UNIV. f x € ?T £"
let 7C = "Af. Vy::(’fun, ’atom, ’sets) prot_fun € ?T f. dx € UNIV. y = f x"
let 2D = "Af b. ?T £ C {c. I' (Fun ¢ []::(’fun,’atom, ’sets) prot_term) = TAtom b A public c}"

have sub_lmm: "?P b" when "?A f" "?C f" "?C f" "?D f b" for b f
proof -
have "dg::nat = (’fun,’atom,’sets) prot_fun. bij_betw g UNIV (?T f)"
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using bij_betwI’[of UNIV f "?T £"] that(1,2,3) by blast
hence "infinite (7T f)" by (metis nat_not_finite bij_betw_finite)
thus ?thesis using infinite_super [0OF that(4)] by blast
qed

show ?thesis
proof (cases a)
case (Atom b) thus ?thesis using sub_Imm[of "PubConstAtom b" a] by force
next
case Value thus ?thesis using sub_lmm[of "An. Val (n,True)" a] by force
next
case SetType thus 7thesis using sub_lmm[of PubConstSetType a] by fastforce
next
case AttackType thus ?thesis using sub_lmm[of PubConstAttackType a] by fastforce
next
case Bottom thus ?thesis using sub_lmm[of PubConstBottom a] by fastforce
next
case OccursSecType thus 7thesis using sub_lmm[of PubConstOccursSecType al] by fastforce
qed
ged

lemma assm9: "TComp f T C I' t = arity £ > 0"
proof (induction t rule: term.induct)
case (Var x)
hence "I' (Var x) # TAtom Bottom" by force
hence "Vt € subterms (fst x). case t of
TComp f T = arity £ > 0 A arity f = length T
| _ = True"
using Var I'.simps(1) [of x] unfolding I',_def by meson
thus ?case using Var by (fastforce simp add: I',_def)
next
case (Fun g S)
have "arity g # 0" using Fun.prems Var_subtermeq assm6 by force
thus ?case using Fun by (cases "TComp f T = TComp g (map I' S)") auto
qged

lemma assm10: "wfirm (I (Var x))"
unfolding wf;,,_def by (auto simp add: I',_def)

lemma assmil: "arity f > 0 = public f" using publicy_assm by (cases f) auto
lemma assmi2: "I' (Var (7, n)) = ' (Var (7, m))" by (simp add: I',_def)
lemma assmi3: "arity ¢ = 0 = Ana (Fun ¢ T) = ([],[])" by (cases c¢) simp_all

lemma assmi4:
assumes "Ana (Fun £ T) = (K,M)"
shows "Ana (Fun £ T - 6) = (K ‘1ist 0, M -ist 6"
proof -
show ?thesis
proof (cases "(K, M) = ([1,[1)")
case True
{ fix g assume f: "f = Fu g"
obtain K’ M’ where "Anay g = (K’,M’)" by moura
hence 7thesis using assms f True by auto
} thus ?thesis using True assms by (cases f) auto
next
case False
then obtain g where **: "f = Fu g" using assms by (cases f) auto
obtain K’ M’ where *: "Ana; g = (K’,M’)" by moura
have *x*: "K = K’ ;54 (1) T" "M = map ((!) T) M’" "arity; g = length T"
"Wi € fvser (set K’) U set M’. i < arityy g"
using Ana_Fu_cases (1) [OF assms ** *] False Anay_assm2_alt[OF *]
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by (meson prod.inject)+
have *x*x: "Vic€fvs.: (set K’). i < length T" "Vi€set M’. i < length T" using **x(3,4) by auto
have "K 1,5t 0 = K’ 155t (!) (map (At. t - 0) D"
"M ist 0 = map ((!) (map (At. t - 6) T)) M°"
using subst_idx_map[0OF ****(2), of J]
subst_idx_map’ [OF ***%(1), of 4]
*kk(1,2)
by auto
thus ?thesis using assms * ** ***(3) by auto
qed
ged

sublocale labeled_stateful_typed_model’ arity public Ana I' Pair label_witnessl label_witness2
by unfold_locales

(metis assm6, metis assm7, metis assm8, metis assm9,

rule assml0, metis assmll, rule arity.simps(5), metis assmi4,

metis assml12, metis assml3, metis assml4, rule label_witness_assm)

2.3.4 Minor Lemmata

lemma I',_TAtom[simp]: "I', (TAtom a, n) = TAtom a"
unfolding I',_def by simp

lemma I',_TAtom’:
assumes "a #* Bottom"
shows "I', (7, n) = TAtom a <— 7T = TAtom a"
proof
assume "I'y, (7, n) = TAtom a"
thus "7 = TAtom a" by (metis (no_types, lifting) assms I',_def fst_conv term.inject(1))

qged simp

lemma I',_TAtom_inv:
"'y x = TAtom (Atom a) —> dm. x = (TAtom (Atom a), m)"
"'y x = TAtom Value —> dm. x = (TAtom Value, m)"
"T"y x = TAtom SetType —> dm. x = (TAtom SetType, m)"
"I'y x = TAtom AttackType = dm. x = (TAtom AttackType, m)"
"T"y x = TAtom OccursSecType = Im. x = (TAtom OccursSecType, m)"
by (metis I',_TAtom’ surj_pair prot_atom.distinct(7),
metis I'y,_TAtom’ surj_pair prot_atom.distinct (15),
metis I',_TAtom’ surj_pair prot_atom.distinct(21),
metis I',_TAtom’ surj_pair prot_atom.distinct(25),
metis I'y,_TAtom’ surj_pair prot_atom.distinct (30))

lemma I',_TAtom’’:
"(fst x = TAtom (Atom a)) = (I'y x = TAtom (Atom a))" (is "7A = ?A°")

"(fst x = TAtom Value) = (I'y, x = TAtom Value)" (is "7?B = 7B’")

"(fst x = TAtom SetType) = (I'y x = TAtom SetType)" (is "?C = 7C’")

"(fst x = TAtom AttackType) = (I'y, x = TAtom AttackType)" (is "?D = ?D’")

"(fst x = TAtom OccursSecType) = (I'y, x = TAtom OccursSecType)" (is "7E = 7E’")
proof -

have 1: "?A — 74°" "?B — ?7B’" "?C — 7C’" "?D — 7D’" "?E — 7E’"
by (metis I',_TAtom prod.collapse)+

have 2: "?A° — ?7A" "?B’ — 7B" "?C’ — 7?7C" "?D’ — 7?D" "?E’ — ?7E"
using I',_TAtom I',_TAtom_inv(1) apply fastforce
using ', _TAtom I',_TAtom_inv(2) apply fastforce
using ', _TAtom TI',_TAtom_inv(3) apply fastforce
using I',_TAtom I',_TAtom_inv(4) apply fastforce
using I',_TAtom T',_TAtom_inv(5) by fastforce

ShOW "?A = ?A)” "?B = ?B}” ”?C = ?C}" ”?D = ?D)" "?E = ?E)”
using 1 2 by metis+
qed
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lemma I',_Var_image:
"y “X =T ¢ Var © X"
by force

lemma I'_Fu_const:
assumes "arityy g = 0"
shows "Ja. I' (Fun (Fu g) T) = TAtom (Atom a)"
proof -
have "I'y g # None" using assms I'y_assm by blast
thus ?thesis using assms by force
qged

lemma Fun_Value_type_inv:
fixes T::"(’fun, ’atom, ’sets) prot_term list"
assumes "I' (Fun £ T) = TAtom Value"
shows "(dn. f = Val n) V (Ibs. f = Abs bs)"
proof -
have *: "arity f = 0" by (metis const_type_inv assms)
show ?7thesis wusing assms
proof (cases f)
case (Fu g)
hence "arity; g = 0" using * by simp
hence False using Fu I'_Fu_const[of g T] assms by auto
thus 7thesis by metis
next
case (Set s)
hence "arity, s = 0" using * by simp
hence False using Set assms by auto
thus ?thesis by metis
qged simp_all
qged

lemma abs_I': "' 't =T (t o« )"
by (induct t « rule: abs_apply_term.induct) auto

lemma Ana;_keys_not_pubval_terms:
assumes "Adnay f = (K, T)"
and "k € set K"
and "g € funs_term k"
shows "-is_Val g"
proof
assume "is_Val g"
then obtain n S where *: "Fun (Val n) S € subtermsg.; (set K)"
using assms(2) funs_term_Fun_subterm[0OF assms(3)]
by (cases g) auto
show False using Anay_assmi_alt[OF assms(1) *] by simp
qed

lemma Anay_keys_not_abs_terms:
assumes "Anay f = (K, T)"
and "k € set K"
and "g € funs_term k"
shows "—is_Abs g"
proof
assume "is_Abs g"
then obtain a S where *: "Fun (Abs a) S € subtermsse: (set K)"
using assms(2) funs_term_Fun_subterm[OF assms(3)]
by (cases g) auto
show False using Anajy_assml_alt[OF assms(1) *] by simp
qed

lemma Anay;_keys_not_pairs:
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assumes "Anay f = (K, T)"
and "k € set K"
and "g € funs_term k"
shows "g # Pair"
proof
assume "g = Pair"
then obtain S where *: "Fun Pair S € subtermss.: (set K)"
using assms(2) funs_term_Fun_subterm[0OF assms(3)]
by (cases g) auto
show False using Anajy_assml_alt[OF assms(1) *] by simp
ged

lemma Ana_Fu_keys_funs_term_subset:
fixes K::"(’fun, ’atom, ’sets) prot_term list"
assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K’, T’)"
shows "|J (funs_term ¢ set K) C |J (funs_term ¢ set K’) U funs_term
proof -
{ fix k assume k: "k € set K"
then obtain k’ where k’:
"k’ € set K’" "k =k’ - (1) S" "arity; f = length S"
"subterms k’ C subterms;e: (set K’)"
using assms Ana_Fu_elim[0OF assms(1) _ assms(2)] by fastforce

(Fun (Fu f) S)"

have 1: "funs_term k’ C |J (funs_term ‘ set K’)" using k’(1) by auto

have "i < length S" when "i € fv k’" for i
using that Anay_assm2_alt[OF assms(2), of i] k’(1,3)
by auto

hence 2: "funs_term (S ! i) C funs_term (Fun (Fu f) S)" when "i € fv k’" for i

using that by force

have "funs_term k C |J (funs_term ‘ set K’) U funs_term (Fun (Fu f) S)"

using funs_term_subst[of k’ "(!) S"] k’(2) 1 2 by fast
} thus ?thesis by blast
qged

lemma Ana_Fu_keys_not_pubval_terms:
fixes k::"(’fun, ’atom, ’sets) prot_term"
assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K’, T’°)"
and "k € set K"
and "Vg € funs_term (Fun (Fu f) S). is_Val g — —public g"
shows "Vg € funs_term k. is_Val g — —public g"
using assms(3,4) Anay_keys_not_pubval_terms[OF assms(2)]
Ana_Fu_keys_funs_term_subset [OF assms(1,2)]
by blast

lemma Ana_Fu_keys_not_abs_terms:
fixes k::"(’fun, ’atom, ’sets) prot_term"
assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K’, T’)"
and "k € set K"
and "Vg € funs_term (Fun (Fu f) S). —is_Abs g"
shows "V g € funs_term k. —is_Abs g"
using assms(3,4) Anay_keys_not_abs_terms[0OF assms(2)]
Ana_Fu_keys_funs_term_subset [OF assms(1,2)]
by blast

lemma Ana_Fu_keys_not_pairs:
fixes k::"(’fun, ’atom, ’sets) prot_term"
assumes "Ana (Fun (Fu f) S) = (K, T)"
and "Anay f = (K’, T’)"

35



2 Stateful Protocol Verification

and "k € set K"
and "Vg € funs_term (Fun (Fu f) S). g # Pair"
shows "Vg € funs_term k. g # Pair"
using assms(3,4) Anay_keys_not_pairs[OF assms(2)]
Ana_Fu_keys_funs_term_subset [OF assms(1,2)]
by blast

lemma deduct_occurs_in_ik:
fixes t::"(’fun, ’atom, ’sets) prot_term"
assumes t: "M - occurs t"
and M: "Vs € subtermsse; M. OccursFact ¢ |J (funs_term ¢ set (snd (Ana s)))"
"V's € subtermsse: M. OccursSec ¢ |J (funs_term ‘ set (snd (Ana s)))"
"Fun OccursSec [] ¢ M"
shows "occurs t € M"
using private_fun_deduct_in_ik’’ [of M OccursFact "[Fun OccursSec [], t]" OccursSec] t M
by fastforce

lemma wellformed_transaction_sem_receives:
fixes T::"(’fun, ’atom, ’sets, ’1bl) prot_transaction"
assumes T_valid: "wellformed_transaction T"
and 7: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -ss¢ U))) I"
and s: "receive(t) € set (unlabel (transaction_receive T jss¢ ¥))"
shows "IK - t - I"

proof -
let ?R = "unlabel (dual;ss: (transaction_receive T ‘jsst U))"
let ?S = "MA. unlabel (dual;ss¢ (A -1ss¢ V))"
let 7S’ = "?S (transaction_receive T)"

obtain 1 B s where B:
”(l,send(t)) = duallsstp ((l,S) ‘lsstp 9"
"prefix ((B -1ss¢ ¥)@[(1,8) -15stp V1) (transaction_receive T -j5s¢ ¥)"
using s dual;ss:_unlabel_steps_iff(2) [of t "transaction_receive T -ss¢+ U"]
dual;ss¢_in_set_prefix_obtain_subst[of "send(t)" "transaction_receive T" ¥]
by blast

have 1: "unlabel (dual;ssi ((B “1sst 9)@[(1,8) -1sstp ¥1)) = unlabel (dual;sst (B -1ss¢ ¥))@[send(t)]"
using B(1) unlabel_append dual;ss¢p_subst dual;ss¢_subst singleton_lst_proj(4)
dual;sst_subst_snoc subst_lsst_append subst_lsst_singleton
by (metis (no_types, lifting) subst_apply_labeled_stateful_strand_step.simps )

have "strand_sem_stateful IK DB 7S’ 1"
using 7 strand_sem_append_stateful[of IK DB _ _ 7] transaction_dual_subst_unfold[of T 9]
by fastforce

hence "strand_sem_stateful IK DB (unlabel (dual;ss¢ (B -1sst ¥))@[send(t)]) Z"
using B 1 unfolding prefix_def unlabel_def
by (metis dual;ss:_def map_append strand_sem_append_stateful)

hence t_deduct: "IK U (ikjss: (dualisst (B -jsst U)) ‘set L) H t - I"
using strand_sem_append_stateful [of IK DB "unlabel (dualjss¢ (B “1sst ¥))" "[send(t)]" I]
by simp

have "Vs € set (unlabel (transaction_receive T)). It. s = receive(t)"
using T_valid wellformed_transaction_unlabel_cases (1) [OF T_valid] by auto
moreover { fix A::"(’fun, ’atom, ’sets, *1bl) prot_strand" and ¢
assume "Vs € set (unlabel A). Jt. s = receive(t)"
hence "Vs € set (unlabel (A -1ss¢ ¥)). Jt. s = receive(t)"
proof (induction A)
case (Cons a A) thus 7case using subst_lsst_cons[of a A Y] by (cases a) auto
ged simp
hence "Vs € set (unlabel (A -ss¢ ¥)). It. s = receive(t)"
by (simp add: list.pred_set is_Receive_def)
hence "Vs € set (unlabel (dualisst (A -15s¢ ¥))). It. s = send(t)"
by (metis dual;ss¢_memberD dual;ss¢p_inv(2) unlabel_in unlabel_mem_has_label)
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ultimately have "Vs € set PR. Jt. s = send(t)" by simp
hence "ik,;s; 7R = {}" unfolding unlabel_def ikss:_def by fast
hence "ikysst (duallsst (B ‘lsst 9)) = {}"
using B(2) 1 ik,s+_append dual;ss:_append
by (metis (no_types, lifting) Un_empty map_append prefix_def unlabel_def)
thus ?thesis using t_deduct by simp
qed

lemma wellformed_transaction_sem_selects:
assumes T_valid: "wellformed_transaction T"
and Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jsst U))) I"
and "select(t,u) € set (unlabel (transaction_selects T -jss¢ ¥))"
shows "(t - Z, u - Z) € DB"

proof -
let 7s = "select(t,u)"
let 7R = "transaction_receive T@transaction_selects T"

let 7R’ = "unlabel (dual;sst (7R -1ss¢ U))"
let ?S = "MA. unlabel (dual;ss¢ (A -jss¢ V))"

let 7S’ = "?S (transaction_receive T)@7S (transaction_selects T)"
let 7P = ")a. is_Receive a V is_Assignment a"
let 7Q = ")a. is_Send a V is_Assignment a"

have s: "?s € set (unlabel (7R -jss¢ ¥))"
using assms(3) subst_lsst_append[of "transaction_receive T"]
unlabel_append[of "transaction_receive T -5+ U"]
by auto

obtain 1 B s where B:
"(1,7s) = dualisstp ((1,8) -sstp V)"
"prefiX ((B ‘lsst 19)@[(1,5) ‘lsstp 19]) (?R ‘lsst 19)"
using s dual;ss:_unlabel_steps_iff(6) [of assign t u]
dual;ss¢_in_set_prefix_obtain_subst[of 7s 7R U]
by blast

have 1: "unlabel (dual;sst ((B -sst ¥)@[(1,8) -isstp ¥])) = unlabel (dual;ss¢ (B -1ss¢ ¥))@[?7s]"
using B(1) unlabel_append dual;ss¢p_subst dual;ss¢_subst singleton_lst_proj(4)
dual;sst_subst_snoc subst_lsst_append subst_lsst_singleton
by (metis (no_types, lifting) subst_apply_labeled_stateful_strand_step.simps)

have "strand_sem_stateful IK DB 7S’ I"
using 7 strand_sem_append_stateful [of IK DB _ _ ZI] transaction_dual_subst_unfold[of T ¥]
by fastforce
hence "strand_sem_stateful IK DB (unlabel (dual;ss: (B -1ss¢t ¥))@[7s]) I"
using B 1 strand_sem_append_stateful subst_lsst_append
unfolding prefix_def unlabel_def dual;ss:_def
by (metis (no_types) map_append)
hence in_db: "(t - Z, u - Z) € dbupdsst (unlabel (dual;ssi (B -1ss¢ ©¥))) I DB"
using strand_sem_append_stateful [of IK DB "unlabel (dual;sst (B -1ss¢t ¥9))" "[?7s]" TI]
by simp

have "Va € set (unlabel (dualjss:i (B -1ss¢ 9))). 7Q a"
proof
fix a assume a: "a € set (unlabel (dual;ss¢ (B -1sst 9)))"

have "Va € set (unlabel 7R). 7P a"
using wellformed_transaction_unlabel_cases (1) [OF T_valid]
wellformed_transaction_unlabel_cases(2) [OF T_valid]
unfolding unlabel_def
by fastforce
hence "Va € set (unlabel (?R -jss¢ ¥)). ?P a"
using stateful_strand_step_cases_subst(2,8) [of _ U] subst_lsst_unlabel[of 7R V]
by (simp add: subst_apply_stateful_strand_def del: unlabel_append)
hence B_P: "Va € set (unlabel (B -jss¢ ¥)). 7P a"
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using unlabel_mono [OF set_mono_prefix[OF append_prefixD[OF B(2)]1]]
by blast

obtain 1 where "(1,a) € set (dual;ssi (B +1sst U))"
using a by (meson unlabel_mem_has_label)
then obtain b where b: "(1,b) € set (B -sst ¥)" "dual;ssep (1,b) = (1,a)"
using dual;ss:_memberD by blast
hence "?P b" using B_P unfolding unlabel_def by fastforce
thus "7Q a" using dual;ss¢p_inv[OF b(2)] by (cases b) auto
qed
hence "Va € set (unlabel (dual;sst (B -1sst ¥))). —is_Insert a A —is_Delete a" by fastforce
thus ?thesis using dbupdss:_no_upd[of "unlabel (dual;sst (B -1ss¢t ¥))" Z DB] in_db by simp
qed

lemma wellformed_transaction_sem_pos_checks:
assumes T_valid: "wellformed_transaction T"
and Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jsst U))) I"
and "(t in u) € set (unlabel (transaction_checks T -sst ¥))"
shows "(t - Z, u - Z) € DB"

proof -
let s = "(t in u)"
let 7R = "transaction_receive T@transaction_selects T@transaction_checks T"

let 7R’ = "unlabel (dual;sst (7R -1sst ¥))"
let ?S = "MA. unlabel (dual;ss¢ (A -jss¢ V))"

let 7S’ = "?S (transaction_receive T)@7S (transaction_selects T)@7?S (transaction_checks T)"
let 7P = ")a. is_Receive a V is_Assignment a V is_Check a"
let 7Q = "Xa. is_Send a V is_Assignment a V is_Check a"

have s: "?s € set (unlabel (?R -jsst U))"
using assms(3) subst_lsst_append[of "transaction_receive T@transaction_selects T"]
unlabel_append[of "transaction_receive T@transaction_selects T -jss¢ ¥"]
by auto

obtain 1 B s where B:
"(1,7s) = dualisstp ((1,8) -sstp V)"
"prefiX ((B ‘lsst 19)@[(1,5) ‘lsstp 19]) (?R ‘lsst 79)"
using s dual;ss:_unlabel_steps_iff(6) [of check t u]
dual;ss¢_in_set_prefix_obtain_subst[of 7s 7R ¥]
by blast

have 1: "unlabel (dual;ss¢t ((B -1sst ¥)@[(1,8) -1sstp ¥1)) = unlabel (dual;sst (B -1ss¢ ¥))@[7s]"
using B(1) unlabel_append dual;ss¢p_subst dual;ss¢_subst singleton_lst_proj(4)
dual;sst_subst_snoc subst_lsst_append subst_lsst_singleton
by (metis (no_types, lifting) subst_apply_labeled_stateful_strand_step.simps )

have "strand_sem_stateful IK DB 7S’ "
using 7 strand_sem_append_stateful[of IK DB _
by fastforce
hence "strand_sem_stateful IK DB (unlabel (dual;ss:¢ (B -1ss¢t 9))@[?s]) I"
using B 1 strand_sem_append_stateful subst_lsst_append
unfolding prefix_def unlabel_def dual;ss:_def
by (metis (no_types) map_append)
hence in_db: "(t - Z, u - Z) € dbupdsst (unlabel (dual;ssi (B -1ss¢ ©¥))) I DB"
using strand_sem_append_stateful[of IK DB "unlabel (dual;ss¢ (B ‘1sst 9))" "[7s]" Z]
by simp

7] transaction_dual_subst_unfold[of T U]

have "Va € set (unlabel (dualjss: (B -1ss¢ 9))). 7Q a"
proof
fix a assume a: "a € set (unlabel (dual;ss¢ (B -1sst 9)))"

have "Va € set (unlabel 7R). 7P a"

using wellformed_transaction_unlabel_cases(1,2,3) [OF T_valid]
unfolding unlabel_def
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by fastforce
hence "Va € set (unlabel (7R <55+ ¥)). 7P a"
using stateful_strand_step_cases_subst(2,8,9) [of _ 1] subst_lsst_unlabel[of 7R ]
by (simp add: subst_apply_stateful_strand_def del: unlabel_append)
hence B_P: "Va € set (unlabel (B -j55¢ ¥)). 7P a"
using unlabel_mono [OF set_mono_prefix[0OF append_prefixD[OF B(2)1]]
by blast

obtain 1 where "(1,a) € set (dual;ss; (B “jsst ¥))"
using a by (meson unlabel_mem_has_label)
then obtain b where b: "(1,b) € set (B -ss¢ ¥)" "dual;ssip (1,b) = (1,a)"
using dual;ss;_memberD by blast
hence "?P b" using B_P unfolding unlabel_def by fastforce
thus "7Q a" using dual;sstp_inv[OF b(2)] by (cases b) auto
qed
hence "Va € set (unlabel (dual;sst (B -1sst ¥))). —is_Insert a A —is_Delete a" by fastforce
thus ?thesis using dbupd.s:_no_upd[of "unlabel (dual;ss¢ (B -1ss¢t ¥))" Z DB] in_db by simp
qged

lemma wellformed_transaction_sem_neg_checks:
assumes T _valid: "wellformed_transaction T"
and 7Z: "strand_sem_stateful IK DB (unlabel (dual;ss; (transaction_strand T -sst ¥9))) I"
and "NegChecks X [] [(t,u)] € set (unlabel (transaction_checks T -jss¢ U))"
shows "VJ. subst_domain § = set X A ground (subst_range §) — (t - -Z, u -0 - ) ¢ DB" (is ?4)
and "X = [] = (¢t - Z, u - Z) ¢ DB" (is "?B —> 7B’")

proof -
let ?s = "NegChecks X [] [(t,u)]"
let 7R = "transaction_receive T@transaction_selects T@transaction_checks T"

let ?R’ = "unlabel (dual;ss¢ (PR -jss¢ U))"
let ?S = "AA. unlabel (dual;sst (A -jsst U))"

let 7S’ = "?S (transaction_receive T)@7S (transaction_selects T)@7?S (transaction_checks T)"
let 7P = ")a. is_Receive a V is_Assignment a V is_Check a"
let 7Q = "Xa. is_Send a V is_Assignment a V is_Check a"

let 7U = "A\§. subst_domain & = set X A ground (subst_range )"

have s: "?s € set (unlabel (7R 55t ¥))"
using assms(3) subst_lsst_append[of "transaction_receive T@transaction_selects T"]
unlabel_append[of "transaction_receive T@transaction_selects T -jss¢ ¥"]
by auto

obtain 1 B s where B:
"(1;?5) = duallsstp ((l,S) ‘lsstp 19)"
"prefix ((B -jss¢ ¥)C[(1,8) “1sstp 1) (PR -155¢ V)"
using s dual;ss;_unlabel_steps_iff(7) [of X "[]" "[(t,u)]"]
dual;ss¢_in_set_prefix_obtain_subst[of 7s 7R 9]
by blast

have 1: "unlabel (dual;ss¢ ((B -1ss¢ ¥)@[(1,8) -1sstp ¥1)) = unlabel (dual;ssi (B -1ss¢ ¥))@[7s]"
using B(1) unlabel_append dual;ss¢p_sSubst dual;ss¢_subst singleton_lst_proj(4)
dual;sst_subst_snoc subst_lsst_append subst_lsst_singleton
by (metis (no_types, lifting) subst_apply_labeled_stateful_strand_step.simps)

have "strand_sem_stateful IK DB 7S’ 1"
using 7 strand_sem_append_stateful[of IK DB _ _ 7] transaction_dual_subst_unfold[of T 9]
by fastforce
hence "strand_sem_stateful IK DB (unlabel (dual;ss¢ (B -ss¢: U))@[?s]) I"
using B 1 strand_sem_append_stateful subst_lsst_append
unfolding prefix_def unlabel_def dualj;ss:_def
by (metis (no_types) map_append)
hence "negchecks_model Z (dbupdss: (unlabel (dual;sst (B -1sst ¥))) Z DB) X [] [(t,u)]"
using strand_sem_append_stateful[of IK DB "unlabel (dual;sst (B -1ss¢ ¥9))" "[7s]" T]
by fastforce
hence in_db: "V§. ?2U S — (¢t -6 - Z, u - 6 - Z) ¢ dbupdsst+ (unlabel (dual;ss: (B -1ss¢ ©¥))) I DB"
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unfolding negchecks_model_def
by simp

have "Va € set (unlabel (dualjss: (B -1ss¢ 9))). 7Q a"
proof
fix a assume a: "a € set (unlabel (dual;ss¢ (B +jsst 9)))"

have "Va € set (unlabel ?R). 7P a"
using wellformed_transaction_unlabel_cases(1,2,3) [OF T_valid]
unfolding unlabel_def
by fastforce
hence "Va € set (unlabel (7R -jss¢t U¥)). 7P a"
using stateful_strand_step_cases_subst(2,8,9) [of _ U] subst_lsst_unlabel[of 7R V]
by (simp add: subst_apply_stateful_strand_def del: unlabel_append)
hence B_P: "Va € set (unlabel (B -ss¢t ¥9)). 7P a"
using unlabel_mono [OF set_mono_prefix[0OF append_prefixD[OF B(2)]1]]
by blast

obtain 1 where "(1,a) € set (dual;ss; (B -1sst U))"
using a by (meson unlabel_mem_has_label)
then obtain b where b: "(1,b) € set (B 55t ¥)" "dualjssip (1,b) = (1,a)"
using dual;ss:_memberD by blast
hence "?P b" using B_P unfolding unlabel_def by fastforce
thus "7Q a" using dual;ss¢p_inv[OF b(2)] by (cases b) auto
qed
hence "Va € set (unlabel (dual;sst (B -1sst ¥))). —is_Insert a A —is_Delete a" by fastforce
thus 74 using dbupdss:_no_upd[of "unlabel (dual;sst (B -1ss¢t ¥))" Z DB] in_db by simp
moreover have "§ = Var" "t - § = t"
when "subst_domain § = set []" for t and §::"(’fun, ’atom, ’sets) prot_subst"
using that by auto

moreover have "subst_domain Var = set []" "range_vars Var = {}"
by simp_all
ultimately show "7?B =— ?B’" unfolding range_vars_alt_def by metis
qed

lemma wellformed_transaction_fv_in_receives_or_selects:
assumes T: "wellformed_transaction T"
and x: "x € fv_transaction T" "x ¢ set (tramsaction_fresh T)"
shows "x € fv;ss¢ (transaction_receive T) U fv;ss: (transaction_selects T)'"
proof -
have "x € fv;ss; (transaction_receive T) U fv;ss; (transaction_selects T) U
fvisst (transaction_checks T) U fv;ss: (transaction_updates T) U
fvisst (transaction_send T)"
using x(1) fv,s,_append unlabel_append
by (metis transaction_strand_def append_assoc)
thus ?thesis using T x(2) unfolding wellformed_transaction_def by blast
qed

lemma dual_transaction_ik_is_transaction_send’’:
fixes § Z::"(’a,’b,’c) prot_subst"
assumes "wellformed_transaction T"
shows "(ikss: (unlabel (dual;ss: (transaction_strand T -jsst 0))) -set L) ‘aset @ =
(trmsss¢ (unlabel (transaction_send T)) ‘set O ‘set L) -aset a" (is "?A = 7B")
using dual_transaction_ik_is_transaction_send[OF assms]
subst_lsst_unlabel[of "dual;ss: (transaction_strand T)" 6]
ikss¢_subst[of "unlabel (dual;ss; (transaction_strand T))" §]
dual;ss;_subst[of "transaction_strand T" ¢]
by (auto simp add: abs_apply_terms_def)

lemma while_prot_terms_fun_mono:

"mono (AM’. M U |J (subterms ¢ M’) U |J ((set o fst o Ana) ‘ M’))"
unfolding mono_def by fast
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lemma while_prot_terms_SMP_overapprox:

fixes M::"(’fun, ’atom, ’sets) prot_terms"

assumes N_supset: "M U | (subterms ‘ N) U |J ((set o fst o Ana) ‘ N) C N"

and Value_vars_only: "Vx € fvge: N. I'y x = TAtom Value"

shows "SMP M C {a -6 | a . a € N A Wtsupst 0 AN Wftrms (subst_range §)}"
proof -

define f where "f = AM’. M U |J (subterms ‘ M’) U |J ((set o fst o Ana) < M’)"

define S where "S = {a -0 | a §. a € N A wtsubst 6 N WEtrms (subst_range 6)}"

note 0 = Value_vars_only

have "t € S" when "t € SMP M" for t
using that
proof (induction t rule: SMP.induct)
case (MP t)
hence "t € N" "wtsupst Var" "wfirms (subst_range Var)" using N_supset by auto
hence "t - Var € S" unfolding S_def by blast
thus ?case by simp
next
case (Subterm t t’)
then obtain § a where a: "a - § = t" "a € N" "wtsupst 0" "Wlirms (Subst_range §)"
by (auto simp add: S_def)
hence "Vx € fv a. d7. I' (Var x) = TAtom 7" using 0 by auto
hence *: "Vx € fva. (3f. § x =Fun f []) V (dy. § x = Var y)"
using a(3) TAtom_term_cases[OF wf_trm_subst_rangeD[OF a(4)]]
by (metis wtsypst_def)
obtain b where b: "b - § = t’" "b € subterms a"
using subterms_subst_subterm[0OF *, of t’] Subterm.hyps(2) a(1)
by fast
hence "b € N" using N_supset a(2) by blast

thus ?case using a b(1) unfolding S_def by blast
next

case (Substitution t )
then obtain § a where a: "a - § = t" "a € N" "wtsupst 0" "Wftrms (subst_range )"
by (auto simp add: S_def)
have "wtsupst (0 o5 V)" "Wwfirms (subst_range (§ os 9))"
by (fact wt_subst_compose[0OF a(3) Substitution.hyps(2)],
fact wf_trms_subst_compose[0OF a(4) Substitution.hyps(3)])
moreover have "t - ¢ = a - § os ¥" using a(l) subst_subst_compose[of a § ¥] by simp

ultimately show 7case using a(2) unfolding S_def by blast
next

case (dna t K T k)
then obtain § a where a: "a - § = t" "a € N" "wtsupst 0" "Wfirms (subst_range )"
by (auto simp add: S_def)
obtain Ka Ta where a’: "Ana a = (Ka,Ta)" by moura
have *: "K = Ka ;¢ 0"
proof (cases a)
case (Var x)
then obtain g U where gU: "t = Fun g U"
using a(1) Ana.hyps(2,3) Ana_var
by (cases t) simp_all
have "I' (Var x) = TAtom Value" using Var a(2) 0 by auto
hence "I' (Fun g U) = TAtom Value"
using a(1,3) Var gU wt_subst_trm’’[0F a(3), of a]
by argo
thus 7thesis using gU Fun_Value_type_inv Ana.hyps(2,3) by fastforce
next
case (Fun g U) thus 7thesis using a(l) a’ Ana.hyps(2) Ana_subst’[of g U]l by simp
qed
then obtain ka where ka: "k = ka - §" "ka € set Ka" using Ana.hyps(3) by auto
have "ka € set ((fst o Ana) a)" using ka(2) a’ by simp
hence "ka € N" using a(2) N_supset by auto
thus 7case using ka a(3,4) unfolding S_def by blast
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qed
thus ?thesis unfolding S_def by blast
qed

2.3.5 The Protocol Transition System, Defined in Terms of the Reachable Constraints

definition transaction_fresh_subst where
"transaction_fresh_subst ¢ T A =
subst_domain o = set (transaction_fresh T) A
(Vt € subst_range o. dn. t = Fun (Val (m,False)) []) A
(Vt € subst_range o. t ¢ subtermsse: (trmsissi A)) A
(Vt € subst_range o. t ¢ subterms,e: (trms_tramsaction T)) A
inj_on o (subst_domain o)"

definition transaction_renaming_subst where
"transaction_renaming_subst o P A =
Jn > max_var_set (|J (vars_transaction ¢ set P) U vars;ss: A). o = var_rename n"

definition constraint_model where
"constraint_model 7 A =
constr_sem_stateful Z (unlabel A) A
interpretationsupst Z N
wfirms (subst_range Z)"

definition welltyped_constraint_model where
"welltyped_constraint_model T A = wtsubst L A constraint_model 7 A"

lemma constraint_model_prefix:
assumes "constraint_model I (A@B)"
shows "constraint_model I A"
by (metis assms strand_sem_append_stateful unlabel_append constraint_model_def)

lemma welltyped_constraint_model_prefix:
assumes "welltyped_constraint_model I (A@B)"
shows "welltyped_constraint_model I A"
by (metis assms constraint_model_prefix welltyped_constraint_model_def)

lemma constraint_model_Val_is_Value_term:
assumes "welltyped_constraint_model I A"
and "t - I = Fun (Val n) []"
shows "t = Fun (Val n) [] V (dm. t = Var (TAtom Value, m))"
proof -
have "wtsups: I" using assms(1) unfolding welltyped_constraint_model_def by simp
moreover have "I' (Fun (Val n) []) = TAtom Value" by auto
ultimately have *: "I' t = TAtom Value" by (metis (no_types) assms(2) wt_subst_trm’’)

show ?thesis

proof (cases t)
case (Var x)
obtain 7 m where x: "x = (7, m)" by (metis surj_pair)
have "I', x = TAtom Value" using * Var by auto
hence "7 = TAtom Value" using x I',_TAtom’[of Value 7 m] by simp
thus ?thesis using x Var by metis

next
case (Fun f T) thus ?thesis using assms(2) by auto

qged

qed

The set of symbolic constraints reachable in any symbolic run of the protocol P.
o instantiates the fresh variables of transaction T with fresh terms. « is a variable-renaming whose range
consists of fresh variables.

inductive_set reachable_constraints::
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"(’fun,’atom, ’sets, ’1bl) prot = (’fun,’atom,’sets,’lbl) prot_constr set"
for P::"(’fun,’atom, ’sets, ’1bl) prot"
where
init:
"[] € reachable_constraints P"
| step:
"[A € reachable_constraints P;
T € set P;
transaction_fresh_subst o T A;
transaction_renaming_subst a P A
] = Aedual;ss: (transaction_strand T -ss¢t 0 05 ) € reachable_constraints P"

2.3.6 Admissible Transactions

definition admissible_transaction_checks where
"admissible_transaction_checks T =
Vx € set (unlabel (transaction_checks T)).
is_Check x A
(is_InSet x —
is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value) A
(is_NegChecks x —»
bvarsssip x = [ A
((the_eqgs x = [] N length (the_ins x) = 1) V
(the_ins x = [] A length (the_egs x) 1))) A
(is_NegChecks x A the_eqs x = [] — (let h = hd (the_ins x) in
is_Var (fst h) A is_Fun_Set (snd h) A
fst (the_Var (fst h)) = TAtom Value))"

definition admissible_transaction_selects where
"admissible_transaction_selects T =
Vx € set (unlabel (transaction_selects T)).
is_InSet x A the_check x = Assign A is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value"

definition admissible_transaction_updates where
"admissible_transaction_updates T =
Vx € set (unlabel (transaction_updates T)).
is_Update x A is_Var (the_elem_term x) A is_Fun_Set (the_set_term x) A
fst (the_Var (the_elem_term x)) = TAtom Value"

definition admissible_transaction_terms where
"admissible_transaction_terms T =

Wlirms’ arity (trms;ss: (transaction_strand T)) A

(Vf € U (funs_term ¢ trms_transaction T).
—is_Val £ A —is_Abs f A —is_PubConstSetType f A f # Pair A
—is_PubConstAttackType f A —is_PubConstBottom f A —is_PubConstOccursSecType f) A

(Vr € set (unlabel (transaction_strand T)).
(3f € |J (funs_term ° (trmsssip r)). is_Attack f) —

(let t = the_msg r in is_Send r A is_Fun t A is_Attack (the_Fun t) A args t = []))"

definition admissible_transaction_occurs_checks where
"admissible_transaction_occurs_checks T = (
(Vx € fv_transaction T - set (transaction_fresh T). fst x = TAtom Value —
receive(occurs (Var x)) € set (unlabel (transaction_receive T))) A
(Vx € set (transaction_fresh T). fst x = TAtom Value —>
send(occurs (Var x)) € set (unlabel (transaction_send T))) A
(Vr € set (unlabel (transaction_receive T)). is_Receive r —
(OccursFact € funs_term (the_msg r) V OccursSec € funs_term (the_msg r)) —
(dx € fv_transaction T - set (transaction_fresh T).
fst x = TAtom Value A the_msg r = occurs (Var x))) A
(Vr € set (unlabel (transaction_send T)). is_Send r —»
(OccursFact € funs_term (the_msg r) V OccursSec € funs_term (the_msg r)) —>
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(dx € set (transaction_fresh T).
fst x = TAtom Value A the_msg r = occurs (Var x)))
)n

definition admissible_transaction where
"admissible_transaction T = (
wellformed_transaction T A
distinct (transaction_fresh T) A
list_all (Ax. fst x = TAtom Value) (transaction_fresh T) A
(Vx € vars;sst (transaction_strand T). is_Var (fst x) A (the_Var (fst x) = Value)) A
bvars;ss¢ (transaction_strand T) = {} A
(Vx € fv_transaction T - set (transaction_fresh T).
Vy € fv_transaction T - set (transaction_fresh T).
x #y — (Var x != Var y) € set (unlabel (transaction_checks T)) V
(Var y != Var x) € set (unlabel (transaction_checks T))) A
admissible_transaction_selects T A
admissible_transaction_checks T A
admissible_transaction_updates T A
admissible_transaction_terms T A
admissible_transaction_occurs_checks T

)n

lemma transaction_no_bvars:
assumes "admissible_transaction T"
shows "fv_transaction T = vars_transaction T"
and "bvars_transaction T = {}"
proof -
have "wellformed_transaction T" "bvars;ss: (transaction_strand T) = {}"
using assms unfolding admissible_transaction_def
by blast+
thus "bvars_transaction T = {}" "fv_transaction T = vars_transaction T"
using bvars_wellformed_transaction_unfold varsssi_is_fvssi_bvarsss:
by fast+
qed

lemma transactions_fv_bvars_disj:

assumes "VT € set P. admissible_transaction T"

shows "(|JT € set P. fv_transaction T) N (|JT € set P. bvars_transaction T) = {}"
using assms transaction_no_bvars(2) by fast

lemma transaction_bvars_no_ Value_type:
assumes "admissible_transaction T"
and "x € bvars_transaction T"
shows "—TAtom Value C I', x"
using assms transaction_no_bvars(2) by blast

lemma transaction_receive_deduct:
assumes T_adm: "admissible_transaction T"
and 7Z: "constraint_model 7 (A@dual;ss: (transaction_strand T -jss¢ O 05 a))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst « P A"
and t: "receive(t) € set (unlabel (transaction_receive T 55t 0 05 ))"
shows "ikjsst A set L - t - I"
proof -
define ¥ where "9 = o o, a"

have t’: "send(t) € set (unlabel (dual;ss:+ (transaction_receive T -jss¢ ¥)))"
using t dual;ss:_unlabel_steps_iff(2) unfolding Y_def by blast

then obtain T!1 T2 where T: "unlabel (dual;ss; (transaction_receive T - ss¢ ¥)) = T1@send(t)#T2"
using t’ by (meson split_list)

have "constr_sem_stateful Z (unlabel AQunlabel (dual;ss: (transaction_strand T -jss¢ U)))"
using 7 unlabel_append[of A] unfolding constraint_model_def J_def by simp
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hence "constr_sem_stateful Z (unlabel A@T1@[send(t)])"
using strand_sem_append_stateful[of "{}" "{}" "unlabel A@T1@[send(t)]" _ Z]
transaction_dual_subst_unfold[of T ¥] T
by (metis append.assoc append_Cons append_Nil)
hence "ik,,; (unlabel AQT1) -yt Z H t - I"
using strand_sem_append_stateful [of "{}" "{}" "unlabel A@T1" "[send(t)]" Z] T
by force
moreover have "—is_Receive x"
when x: "x € set (unlabel (dual;ss+ (transaction_receive T -ss¢ ¥)))" for x
proof -
have *: "is_Receive a" when "a € set (unlabel (transaction_receive T))" for a
using T_adm Ball_set[of "unlabel (transaction_receive T)" is_Receive] that
unfolding admissible_transaction_def wellformed_transaction_def
by blast

obtain 1 where 1: "(1,x) € set (dual;ss+ (transaction_receive T -jss¢ U))"
using x unfolding unlabel_def by fastforce

then obtain 1y where 1ly: "ly € set (transaction_receive T -s¢ ¥)" "(1,x) = dualisstp 1y"
unfolding dual;ss:_def by auto

obtain j y where j: "ly = (j,y)" by (metis surj_pair)

hence "j = 1" using 1y(2) by (cases y) auto

hence y: "(1,y) € set (transaction_receive T ‘55t ¥9)" "(1,x) = dualisstp (1,y)"
by (metis j 1y(1), metis j 1y(2))

obtain z where z:
"z € set (unlabel (transaction_receive T))"
"(1,z) € set (transaction_receive T)"
”(l,y) = (l,Z) ‘lsstp 9"
using y(1) unfolding subst_apply_labeled_stateful_strand_def unlabel_def by force

have "is_Receive y" using *[0F z(1)] z(3) by (cases z) auto
thus "—is_Receive x" using 1 y by (cases y) auto
qed
hence "-is_Receive x" when "x € set T1" for x using T that by simp
hence "iks;s¢ T1 = {}" unfolding ik;s:_def is_Receive_def by fast
hence "ik,s; (unlabel AQ@T1) = ik;ss+ A" using ik,.:_append[of "unlabel A" T1] by simp
ultimately show ?thesis by (simp add: V¥_def)
qged

lemma transaction_checks_db:
assumes T: "admissible_transaction T"
and Z: "constraint_model I (A@dual;ss: (transaction_strand T -jsst 0 Os «))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst « P A"
shows "(Var (TAtom Value, n) in Fun (Set s) []) € set (unlabel (transaction_checks T))
— (o (TAtom Value, n) - Z, Fun (Set s) []) € set (dbjsst A I)"
(is "?A = ?7B")
and "(Var (TAtom Value, n) not in Fun (Set s) []) € set (unlabel (transaction_checks T))
—> (a (TAtom Value, n) - Z, Fun (Set s) []) ¢ set (dbisst A I)"
(is "?C = ?7D")
proof -
let 7x "An. (TAtom Value, n)"
let ?s = "Fun (Set s) []"

let ?T = "transaction_receive T@transaction_selects T@transaction_checks T"
let ?T’ = "?T ‘lsst 0 Og a"
let ?S = "\S. transaction_receive T@transaction_selects T@S"

let 7S’ = "AS. ?S S -1sst 0 05 "
have T_valid: "wellformed_transaction T" using T by (simp add: admissible_transaction_def)

have "constr_sem_stateful 7 (unlabel (A@dual;ss: (transaction_strand T -jss¢ O Os a)))"
using 7 unfolding constraint_model_def by simp
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moreover have
"dual;ss¢ (transaction_strand T -jss¢ 0) =
dual;ss; (7S (T1@[c]) -1ss¢ 0)@
dual;ss¢+ (T2@transaction_updates T@transaction_send T -jsst 0)"
when "transaction_checks T = T1@c#T2" for T1 T2 ¢ ¢
using that dual;ss:_append subst_lsst_append
unfolding transaction_strand_def
by (metis append.assoc append_Cons append_Nil)
ultimately have T’_model: "constr_sem_stateful Z (unlabel (A@dual;ss: (7S’ (T1@[(1,c)1))))"
when "transaction_checks T = T1@(1l,c)#T2" for T1 T2 1 c
using strand_sem_append_stateful[of _ _ _ _ 7]
by (simp add: that transaction_strand_def)

show "?A — 7B"
proof -
assume a: 74
hence *: "(Var (?x n) in ?s) € set (unlabel 7T)"
unfolding transaction_strand_def unlabel_def by simp
then obtain 1 T1 T2 where T1: "transaction_checks T = T1@(1,(Var (?x n) in ?s))#T2"
by (metis a split_list unlabel_mem_has_label)

have "?x n € fv;ss¢+ (transaction_checks T)"
using a by force

hence "?x n ¢ set (tramsaction_fresh T)"
using a transaction_fresh_vars_notin[0OF T_valid] by fast

hence "unlabel (A@dual;ss; (7S’ (T1@[(1,(Var (?x n) in ?s))]))) =

unlabel (A@dual;ss: (7S’ T1))@[<oz (?x n) in ?s)]”
using T a ¢ dual;ss:_append subst_lsst_append unlabel_append
by (fastforce simp add: transaction_fresh_subst_def unlabel_def dual;ss:_def
subst_apply_labeled_stateful_strand_def)

moreover have "dbss: (unlabel A) = dbss: (unlabel (A@dual;ss: (7S’ T1)))"
by (simp add: T1 dbss¢_transaction_prefix_eq[OF T_valid] del: unlabel_append)

ultimately have "3M. strand_sem_stateful M (set (dbss: (unlabel A) 7)) [{a (?x n) in 7s)] I"
using T’_model[OF T1] dbss:_set_is_dbupdss:[of _ 7] strand_sem_append_stateful [of 7]
by (simp add: dbssi_def del: unlabel_append)

thus 7B by simp

qed

show "?C — 7D"
proof -
assume a: 7C
hence *: "(Var (?x n) not in ?s) € set (unlabel ?T)"
unfolding transaction_strand_def unlabel_def by simp
then obtain 1 T1 T2 where T1: "transaction_checks T = T1@(1,(Var (?x n) not in ?s))#T2"
by (metis a split_list unlabel_mem_has_label)

have "?x n € varsgsp (Var (?x n) not in ?s)"
using varsgsip_cases(9) [of "[]" "Var (?x n)" ?s] by auto
hence "?x n € vars;ss+ (transaction_checks T)"
using a unfolding vars,s;_def by force
hence "?x n ¢ set (tramsaction_fresh T)"
using a transaction_fresh_vars_notin[0OF T_valid] by fast
hence "unlabel (A@dual;ss; (7S’ (T1@[(1,(Var (?x n) mnot in ?s))]))) =
unlabel (A@dual;ss: (7S’ T1))@[{a (?x n) not in ?s)]"
using T a ¢ dual;ss:_append subst_lsst_append unlabel_append
by (fastforce simp add: transaction_fresh_subst_def unlabel_def dual;ss;_def
subst_apply_labeled_stateful_strand_def)
moreover have "db.s: (unlabel A) = dbss: (unlabel (A@dual;ss¢ (7S’ T1)))"
by (simp add: T1 dbss¢_transaction_prefix_eq[OF T_valid] del: unlabel_append)
ultimately have "3M. strand_sem_stateful M (set (dbss: (unlabel A) 7)) [{a (?x n) not in ?7s)] I"
using T’_model[OF T1] dbss+_set_is_dbupdssi[of _ Z] strand_sem_append_stateful [of 7]
by (simp add: dbssi_def del: unlabel_append)
thus 7D using stateful_strand_sem_NegChecks_no_bvars(1l)[of _ _ _ ?s Z] by simp
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qed
ged

lemma transaction_selects_db:
assumes T: "admissible_transaction T"
and 7Z: "constraint_model I (A@dual;ss; (transaction_strand T -jss¢t O Os ))"
and o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst a P A"
shows "select(Var (TAtom Value, n), Fun (Set s) []) € set (unlabel (transaction_selects T))
— (o (TAtom Value, n) - Z, Fun (Set s) []) € set (dbiss: A I)"
(is "?A — ?B")
proof -
let ?x = "An. (TAtom Value, n)"
let ?s = "Fun (Set s) []"

let ?T = "transaction_receive T@transaction_selects TO@transaction_checks T"
let ?T> = "?T .155¢ 0 o5 "
let 7S = "A\S. transaction_receive T@S"

let 7S’ = "AS. ?S S ‘jss¢t 0 05 "
have T_valid: "wellformed_transaction T" using T by (simp add: admissible_transaction_def)

have "constr_sem_stateful 7 (unlabel (A@dual;ss: (transaction_strand T -jsst O Os a)))"
using Z unfolding constraint_model_def by simp
moreover have
"dual;ss¢ (transaction_strand T +jsst 0) =
dual;ss¢ (?S (T1@[c]) -1sst 0)@
dual;ss¢+ (T2@transaction_checks T @ transaction_updates T@transaction_send T -jss¢ 0)"
when "transaction_selects T = T1@c#T2" for T1 T2 ¢ ¢
using that dual;ss:+_append subst_lsst_append
unfolding transaction_strand_def by (metis append.assoc append_Cons append_Nil)
ultimately have T’_model: "constr_sem_stateful 7 (unlabel (A@dual;ss: (7S’ (T1@[(1,c)1))))"
when "transaction_selects T = T10(1,c)#T2" for T1 T2 1 ¢
using strand_sem_append_stateful[of _ _ _ _ 1]
by (simp add: that transaction_strand_def)

show "?A — 7B"
proof -
assume a: 74
hence *: "select(Var (?x n), ?s) € set (unlabel ?T)"
unfolding transaction_strand_def unlabel_def by simp
then obtain 1 T1 T2 where T1: "transaction_selects T = T1@(1,select(Var (?x n), ?7s))#T2"
by (metis a split_list unlabel_mem_has_label)

have "?x n € fv;ss¢ (transaction_selects T)"
using a by force

hence "?x n ¢ set (tramsaction_fresh T)"
using a transaction_fresh_vars_notin[0F T_valid] by fast

hence "unlabel (A@dual;ss: (7S’ (T1@[(1,select(Var (?x n), ?s))1))) =

unlabel (A@dual;ss: (7S’ T1))@[select{a (7x n), ?s)]"
using T a ¢ dual;ss;_append subst_lsst_append unlabel_append
by (fastforce simp add: transaction_fresh_subst_def unlabel_def dual;ss:_def
subst_apply_labeled_stateful_strand_def)

moreover have "dbss; (unlabel A) = dbss; (unlabel (A@dual;ss; (7S’ T1)))"
by (simp add: T1 dbss:_transaction_prefix_eq[OF T_valid] del: unlabel_append)

ultimately have "3 M. strand_sem_stateful M (set (dbss: (unlabel 4) 7)) [{(«a (?x n) in 7s)] Z"
using T’_model[OF T1] dbss¢_set_is_dbupd,si[of _ Z] strand_sem_append_stateful [of 71
by (simp add: dbssi_def del: unlabel_append)

thus 7B by simp

qed
qed

lemma transactions_have_no_Value_consts:
assumes "admissible_transaction T"
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and "t € subtermsge: (trms;ss: (transaction_strand T))'"
shows "#a T. t = Fun (Val a) T" (is 74)
and "Aa T. t = Fun (4bs a) T" (is 7B)
proof -
have "admissible_transaction_terms T" using assms(1) unfolding admissible_transaction_def by blast
hence "—is_Val f" "—is_Abs f"
when "f € |J (funs_term ¢ (trms_transaction T))" for f
using that unfolding admissible_transaction_terms_def by blast+
moreover have "f € |J (funs_term ¢ (trms_transaction T))"
when "f € funs_term t" for f
using that assms(2) funs_term_subterms_eq(2) [of "trms_transaction T"] by blast+
ultimately have *: "—is_Val f" "—is_Abs f"
when "f € funs_term t" for f
using that by presburger+

show 74 using *(1) by force
show 7B using *(2) by force
qged

lemma transactions_have_no_Value_consts’:
assumes "admissible_transaction T"
and "t € trms;ss¢ (transaction_strand T)"
shows "#la T. Fun (Val a) T € subterms t"
and "#a T. Fun (4bs a) T € subterms t"
using transactions_have_no_Value_consts[OF assms(1)] assms(2) by fast+

lemma transactions_have_no_PubConsts:
assumes "admissible_transaction T"
and "t € subtermss.: (trms;ss; (transaction_strand T))"
shows "fla T. t = Fun (PubConstSetType a) T" (is 7A)
and "fa T. t = Fun (PubConstAttackType a) T" (is 7B)
and "#a T. t = Fun (PubConstBottom a) T" (is ?C)
and "#la T. t = Fun (PubConstOccursSecType a) T" (is 7D)
proof -
have "admissible_transaction_terms T" using assms(1) unfolding admissible_transaction_def by blast
hence "-is_PubConstSetType f" "—is_PubConstAttackType f"
"—=is_PubConstBottom f" "—is_PubConstOccursSecType f"
when "f € U (funs_term ¢ (trms_transaction T))" for f
using that unfolding admissible_transaction_terms_def by blast+
moreover have "f € |J (funs_term ¢ (trms_transaction T))"
when "f € funs_term t" for f
using that assms(2) funs_term_subterms_eq(2) [of "trms_transaction T"] by blast+
ultimately have *:
"—is_PubConstSetType f" "—is_PubConstAttackType f"
"—is_PubConstBottom f" "—is_PubConstOccursSecType f"
when "f € funs_term t" for f
using that by presburger+

show 74 using *(1) by force

show 7B using *(2) by force

show ?C using *(3) by force

show 7D using *(4) by force
qed

lemma transactions_have_no_PubConsts’:
assumes "admissible_transaction T"
and "t € trms;ss¢ (transaction_strand T)"
shows "fla T. Fun (PubConstSetType a) T € subterms t"
and "Pa T. Fun (PubConstAttackType a) T € subterms t"
and "#a T. Fun (PubConstBottom a) T € subterms t"
and "#a T. Fun (PubConstOccursSecType a) T € subterms t"
using transactions_have_no_PubConsts[OF assms(1)] assms(2) by fast+
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lemma transaction_inserts_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_updates T"
and "insert(t,s) € set (unlabel (transaction_strand T))"
shows "dn. t = Var (TAtom Value, n)"
and "Ju. s = Fun (Set u) []"
proof -
let ?x = "insert(t,s)"

have "7?x € set (unlabel (transaction_updates T))"
using assms(3) wellformed_transaction_unlabel_cases[0OF T_valid, of 7x]
by (auto simp add: transaction_strand_def unlabel_def)
hence *: "is_Var (the_elem_term 7x)" "fst (the_Var (the_elem_term 7x)) = TAtom Value"
"is_Fun (the_set_term ?7x)" "args (the_set_term ?x) = []"
"is_Set (the_Fun (the_set_term 7x))"
using assms(2) unfolding admissible_transaction_updates_def is_Fun_Set_def by fastforce+

show "dn. t
show "dJu. s
ged

Var (TAtom Value, n)" using *(1,2) by (cases t) auto
Fun (Set u) []" using *(3,4,5) unfolding is_Set_def by (cases s) auto

lemma transaction_deletes_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_updates T"
and "delete(t,s) € set (unlabel (transaction_strand T))"
shows "Jn. t = Var (TAtom Value, n)"
and "Ju. s = Fun (Set u) []"
proof -
let 7x = "delete(t,s)"

have "?x € set (unlabel (transaction_updates T))"
using assms(3) wellformed_transaction_unlabel_cases[0OF T_valid, of 7x]
by (auto simp add: transaction_strand_def unlabel_def)
hence *: "is_Var (the_elem_term 7x)" "fst (the_Var (the_elem_term 7x)) = TAtom Value"
"is_Fun (the_set_term ?7x)" "args (the_set_term ?x) = []"
"is_Set (the_Fun (the_set_term 7x))"
using assms(2) unfolding admissible_transaction_updates_def is_Fun_Set_def by fastforce+

show "dn. t = Var (TAtom Value, n)" using *(1,2) by (cases t) auto
show "Ju. s = Fun (Set u) []" using *(3,4,5) unfolding is_Set_def by (cases s) auto
qged

lemma transaction_selects_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_selects T"
and "select(t,s) € set (unlabel (transaction_strand T))"
shows "3In. t = Var (TAtom Value, n) A (TAtom Value, n) ¢ set (tramsaction_fresh T)" (is ?4)
and "Ju. s = Fun (Set u) []" (is 7B)
proof -
let 7x = "select(t,s)"

have *: "?x € set (unlabel (transaction_selects T))"
using assms(3) wellformed_transaction_unlabel_cases[0OF T_valid, of 7x]
by (auto simp add: transaction_strand_def unlabel_def)

have **: "is_Var (the_elem_term ?x)" "fst (the_Var (the_elem_term 7x)) = TAtom Value"
"is_Fun (the_set_term ?7x)" "args (the_set_term 7x) = []"
"is_Set (the_Fun (the_set_term 7x))"
using * assms(2) unfolding admissible_transaction_selects_def is_Fun_Set_def by fastforce+

have "fvssip 7x C fviss: (transaction_selects T)"
using * by force
hence ***: "fv,gp ?x N set (transaction_fresh T) = {}"
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using T_valid unfolding wellformed_transaction_def by fast

show 74 using **(1,2) *** by (cases t) auto
show 7B using **(3,4,5) unfolding is_Set_def by (cases s) auto
ged

lemma transaction_inset_checks_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_checks T"
and "(t in s) € set (unlabel (transaction_strand T))"
shows "In. t = Var (TAtom Value, n) A (TAtom Value, n) ¢ set (transaction_fresh T)" (is ?4)
and "Ju. s = Fun (Set u) []" (is 7B)
proof -
let ?x = "(t in s)"

have *: "?x € set (unlabel (transaction_checks T))"
using assms(3) wellformed_transaction_unlabel_cases[0OF T_valid, of 7x]
by (auto simp add: transaction_strand_def unlabel_def)

have **: "is_Var (the_elem_term 7x)" "fst (the_Var (the_elem_term ?7x)) = TAtom Value"
"is_Fun (the_set_term ?7x)" "args (the_set_term ?x) = []"
"is_Set (the_Fun (the_set_term 7x))"
using * assms(2) unfolding admissible_transaction_checks_def is_Fun_Set_def by fastforce+

have "fvssip 7x C fvyss; (transaction_checks T)"
using * by force

hence ***: "fv,gp, ?x N set (transaction_fresh T) = {}"
using T_valid unfolding wellformed_transaction_def by fast

show 74 using **(1,2) *** by (cases t) auto
show 7B using **(3,4,5) unfolding is_Set_def by (cases s) auto
qged

lemma transaction_notinset_checks_are_Value_vars:
assumes T_valid: "wellformed_transaction T"
and "admissible_transaction_checks T"
and "VX(V#: F V¢: G) € set (unlabel (transaction_strand T))"
and "(t,s) € set G"
shows "3Jn. t = Var (TAtom Value, n) A (TAtom Value, n) ¢ set (transaction_fresh T)" (is ?4)
and "Ju. s = Fun (Set u) []" (is 7B)
proof -
let ?x = "VX(V#: F V¢: G)"

have 0: "?x € set (unlabel (transaction_checks T))"
using assms(3) wellformed_transaction_unlabel_cases[OF T_valid, of ?x]
by (auto simp add: transaction_strand_def unlabel_def)
hence 1: "F = [] A length G = 1"
using assms(2,4) unfolding admissible_transaction_checks_def by fastforce
hence "hd G = (t,s)" using assms(4) by (cases "the_ins 7x") auto
hence **: "is_Var t" "fst (the_Var t) = TAtom Value" "is_Fun s" "args s = []" "is_Set (the_Fun s)"
using 0 1 assms(2) unfolding admissible_transaction_checks_def Let_def is_Fun_Set_def
by fastforce+

have "fvssip 7x C fvyss: (transaction_checks T)"
"set (bvarsssip ?x) C bvars;ss¢ (transaction_checks T)"
using 0 by force+
moreover have
"fvisst (transaction_checks T) C fv;ss+ (transaction_receive T) U fv;ss+ (transaction_selects T)"
"set (transaction_fresh T) N fv;ss¢+ (transaction_receive T) = {}"
"set (transaction_fresh T) N fv;ss¢ (transaction_selects T) = {}"
using T_valid unfolding wellformed_transaction_def by fast+
ultimately have
"fvsstp 7x (N set (transaction_fresh T) = {}"
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"set (bvarsgssip ?x) (M set (transaction_fresh T) = {}"
using wellformed_transaction_wfss:(2,3) [OF T_valid]
fv_transaction_unfold[of T] bvars_transaction_unfold[of T]
by blast+
hence *xx: "fv t N set (transaction_fresh T) = {}"
using assms(4) by auto

show 74 using **(1,2) *** by (cases t) auto
show 7B using #*(3,4,5) unfolding is_Set_def by (cases s) auto
qed

lemma admissible_transaction_strand_step_cases:
assumes T_adm: "admissible_transaction T"
shows "r € set (unlabel (transaction_receive T)) —> Jt. r = receive(t)"
(is "?4 = ?7A°")
and "r € set (unlabel (transaction_selects T)) —
Jx s. r = select(Var x, Fun (Set s) [1) A
fst x = TAtom Value A x € fv_transaction T - set (tramsaction_fresh T)"
(is "?B = 7B’")
and "r € set (unlabel (transaction_checks T)) —
(3x s. (r = (Var x in Fun (Set s) []) V r = (Var x not in Fun (Set s) [1)) A
fst x = TAtom Value A x € fv_transaction T - set (transaction_fresh T)) V
(s t. r=(s==t) Vr={(s!I=t)"
(is "?C = ?7C’")
and "r € set (unlabel (transaction_updates T)) —
Jx s. (r = insert(Var x, Fun (Set s) []) V r = delete(Var x, Fun (Set s) [1)) A
fst x = TAtom Value"
(is "?D = 7D’")
and "r € set (unlabel (transaction_send T)) —> Jt. r = send(t)"
(is "?E = 7?E’")
proof -
have T_valid: "wellformed_transaction T"
using T_adm unfolding admissible_transaction_def by metis

show "?4 — 7A°"
using T_valid Ball_set[of "unlabel (transaction_receive T)" is_Receive]
unfolding wellformed_transaction_def is_Receive_def
by blast

show "?E — 7E’"
using T_valid Ball_set[of "unlabel (transaction_send T)" is_Send]
unfolding wellformed_transaction_def is_Send_def
by blast

show "?B — 7B’"
proof -
assume r: 7B
have "admissible_transaction_selects T"
using T_adm unfolding admissible_transaction_def by simp
hence *: "is_InSet r" "the_check r = Assign" "is_Var (the_elem_term r)"
"is_Fun (the_set_term r)" "is_Set (the_Fun (the_set_term r))"
"args (the_set_term r) = []" "fst (the_Var (the_elem_term r)) = TAtom Value"
using r unfolding admissible_transaction_selects_def is_Fun_Set_def
by fast+

obtain rt rs where r’: "r = select{rt,rs)" using *(1,2) by (cases r) auto
obtain x where x: "rt = Var x" "fst x = TAtom Value" using *(3,7) r’ by auto
obtain f S where fS: "rs = Fun f S" using *(4) r’ by auto

obtain s where s: "f = Set s" using *(5) fS r’ by (cases f) auto

hence S: "S = []" using *(6) fS r’ by (cases S) auto

have fv_ri: "fvsstp r C© fv_transaction T"
using r fv_transaction_unfold[of T] by auto

51



2 Stateful Protocol Verification

have fv_r2: "fvgs:p r N set (transaction_fresh T) = {}"
using r T_valid unfolding wellformed_transaction_def by fastforce

show 7B’ using r’ x fS s S fv_rl fv_r2 by simp
qed

show "?C — 7C’"
proof -
assume r: 7C
have adm_checks: "admissible_transaction_checks T"
using assms unfolding admissible_transaction_def by simp

have fv_ri: "fvgsyp, r C fv_transaction T"
using r fv_transaction_unfold[of T] by auto

have fv_r2: "fvgsp r N set (transaction_fresh T) = {}"
using r T_valid unfolding wellformed_transaction_def by fastforce

have "(is_InSet r A the_check r = Check) V
(is_Equality r A the_check r = Check) V
is_NegChecks r"
using r adm_checks unfolding admissible_transaction_checks_def by fast
thus 7C’
proof (elim disjE conjE)
assume *: "is_InSet r" "the_check r = Check"
hence **: "is_Var (the_elem_term r)" "is_Fun (the_set_term r)"
"is_Set (the_Fun (the_set_term r))" "args (the_set_term r) = []"
"fst (the_Var (the_elem_term r)) = TAtom Value"
using r adm_checks unfolding admissible_transaction_checks_def is_Fun_Set_def
by fast+

obtain rt rs where r’: "r = (rt in rs)" using * by (cases r) auto

obtain x where x: "rt = Var x" "fst x = TAtom Value" using **(1,5) r’ by auto
obtain f S where fS: "rs = Fun f S" using **(2) r’ by auto

obtain s where s: "f = Set s" using **(3) fS r’ by (cases f) auto

hence S: "S = []" using **(4) fS r’ by auto

show ?C’ using r’ x £fS s S fv_rl fv_r2 by simp
next
assume *: "is_NegChecks r"
hence **: "bvarsgsp r = []"
"(the_eqs r = [] A length (the_ins r) = 1) V
(the_ins r = [] A length (the_egs r) = 1)"
using r adm_checks unfolding admissible_transaction_checks_def by fast+
show ?C’ using **(2)
proof (elim disjE conjE)
assume ***: "the_eqs r = []" "length (the_ins r) = 1"
then obtain t s where ts: "the_ins r = [(t,s)]" by (cases "the_ins r") auto
hence "hd (the_ins r) = (t,s)" by simp
hence **xx: "is_Var (fst (t,s))" "is_Fun (snd (t,s))"
"is_Set (the_Fun (snd (t,s)))" "args (snd (t,s)) = []"
"fst (the_Var (fst (t,s))) = TAtom Value"
using r adm_checks * ***(1) unfolding admissible_transaction_checks_def is_Fun_Set_def
by metis+
obtain x where x: "t = Var x" "fst x = TAtom Value" using ts ****(1,5) by (cases t) simp_all
obtain f S where £S: "s = Fun f S" using ts ****(2) by (cases s) simp_all
obtain ss where ss: "f = Set ss" using fS ****(3) by (cases f) simp_all
have S: "S = []" using ts fS ss ****(4) by simp

show ?C’ using ts x fS ss S *** **(1) * fv_rl fv_r2 by (cases r) auto

next
assume ***: "the_ins r = []" "length (the_eqs r) = 1"
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then obtain t s where "the_eqs r = [(t,s)]" by (cases "the_egs r") auto
thus ?C’ using *** **(1) * by (cases r) auto
qed
qged (auto simp add: is_Equality_def the_check_def)
qged

show "?D — 7D’"
proof -
assume r: 7D
have adm_upds: "admissible_transaction_updates T"
using assms unfolding admissible_transaction_def by simp

have *: "is_Update r" "is_Var (the_elem_term r)" "is_Fun (the_set_term r)"
"is_Set (the_Fun (the_set_term r))" "args (the_set_term r) = []"
"fst (the_Var (the_elem_term r)) = TAtom Value"
using r adm_upds unfolding admissible_transaction_updates_def is_Fun_Set_def by fast+

obtain t s where ts: "r = insert(t,s) V r = delete(t,s)" using *(1) by (cases r) auto
obtain x where x: "t = Var x" "fst x = TAtom Value" using ts *(2,6) by (cases t) auto
obtain f T where fT: "s = Fun f T" using ts *(3) by (cases s) auto

obtain ss where ss: "f = Set ss" using ts fT *(4) by (cases f) fastforce+

have T: "T = []" using ts fT *(5) ss by (cases T) auto

show 7D’
using ts x fT ss T by blast
qged
qged

lemma transaction_Value_vars_are_fv:
assumes "admissible_transaction T"
and "x € vars_transaction T"
and "I'y x = TAtom Value"
shows "x € fv_transaction T"
using assms I',_TAtom’’(2) [of x] varssst_is_fvssi_bvarsss:[of "unlabel (transaction_strand T)"]
unfolding admissible_transaction_def by fast

lemma protocol_transaction_vars_TAtom_typed:
assumes P: "admissible_transaction T"
shows "Vx € vars_transaction T. Iy, x = TAtom Value V (da. I'y x = TAtom (Atom a))"
and "Vx € fv_transaction T. I'y, x = TAtom Value V (Ja. I'y, x = TAtom (Atom a))"
and "Vx € set (transaction_fresh T). I'y, x = TAtom Value"
proof -
have P’: "wellformed_transaction T"
using P unfolding admissible_transaction_def by fast

show "V x € vars_transaction T. I'y, x = TAtom Value V (Jda. I', x = TAtom (Atom a))"
using P I',_TAtom’’
unfolding admissible_transaction_def is_Var_def prot_atom.is_Atom_def the_Var_def
by fastforce

thus "Vx € fv_transaction T. 'y, x = TAtom Value V (Ja. I', x = TAtom (Atom a))"
using varsgs:_is_fvsst_bvarsss: by fast

have "list_all (M\x. fst x = Var Value) (transaction_fresh T)"
using P I',_TAtom’’ unfolding admissible_transaction_def by fast
thus "Vx € set (transaction_fresh T). I'y, x = TAtom Value"
using [',_TAtom’’(2) unfolding list_all_iff by fast
qed

lemma protocol_transactions_no_pubconsts:

assumes "admissible_transaction T"

shows "Fun (Val (n,True)) S ¢ subtermss.: (trms_transaction T)"
using assms transactions_have_no_Value_consts (1)
by fast
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lemma protocol_transactions_no_abss:

assumes "admissible_transaction T"

shows "Fun (Abs n) S ¢ subterms,.: (trms_transaction T)"
using assms transactions_have_no_Value_consts(2)
by fast

lemma admissible_transaction_strand_sem_fv_ineq:
assumes T _adm: "admissible_transaction T"
and 7Z: "strand_sem_stateful IK DB (unlabel (dual;ss: (transaction_strand T -jss¢t U))) I"
and x: "x € fv_transaction T - set (tramsaction_fresh T)"
and y: "y € fv_transaction T - set (transaction_fresh T)"
and x_not_y: "x # y"
shows "V x - Z #9 y - I"
proof -
have "(Var x != Var y) € set (unlabel (transaction_checks T)) V
(Var y != Var x) € set (unlabel (transaction_checks T))"
using x y x_not_y T_adm unfolding admissible_transaction_def by auto
hence "(Var x != Var y) € set (unlabel (transaction_strand T)) V
(Var y != Var x) € set (unlabel (transaction_strand T))"
unfolding transaction_strand_def unlabel_def by auto
hence "(¢¥ x != ¥ y) € set (unlabel (dual;ss:+ (transaction_strand T -ss¢t ¥))) V
(¥ y != 19 x) € set (unlabel (dual;ss; (transaction_strand T -jss¢ ¥)))"

using stateful_strand_step_subst_inI(8) [of _ _ "unlabel (transaction_strand T)" 9]
subst_lsst_unlabel[of "transaction_strand T" U]
dual;ss¢_unlabel_steps_iff(7) [of "[]1" _ "[]"]

by force

then obtain B where B:
"prefix (BO[(Y x != ¥ y)]) (unlabel (dual;ss: (transaction_strand T -jss¢ ¥))) V
prefix (B@[(J y != ¥ x)]) (unlabel (dual;ss: (transaction_strand T -jss¢ ¥)))"
unfolding prefix_def
by (metis (no_types, hide_lams) append.assoc append_Cons append_Nil split_list)
thus ?thesis
using 7 strand_sem_append_stateful[of IK DB _ _ 7]
stateful_strand_sem_NegChecks_no_bvars(2)
unfolding prefix_def
by metis
qged

lemma admissible_transactions_wfirms:
assumes "admissible_transaction T"
shows "wfirms (trms_transaction T)"
by (metis wfirms_code assms admissible_transaction_def admissible_transaction_terms_def)

lemma admissible_transaction_no_Ana_Attack:
assumes "admissible_transaction_terms T"
and "t € subtermsgs.; (trms_transaction T)"
shows "attack(n) ¢ set (snd (Ana t))"
proof -
obtain r where r: "r € set (unlabel (transaction_strand T))" "t € subtermsse: (trmsgsip r)"
using assms(2) by force

obtain K M where t: "Ana t = (K, M)"
by (metis surj_pair)

show ?thesis
proof
assume n: "attack(n) € set (snd (Ana t))"
hence "attack(n) € set M" using t by simp
hence n’: "attack(n) € subtermsse: (trmssstp )"
using Ana_subterm[OF t] r(2) subterms_subset by fast
hence "3f € U (funs_term © trmsgss¢p r). is_Attack f"
using funs_term_Fun_subterm’ unfolding is_Attack_def by fast
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hence "is_Send r" "is_Fun (the_msg r)" "is_Attack (the_Fun (the_msg r))" "args (the_msg r) = []"

2.3 Stateful Protocol Model (Stateful Protocol_Model)

using assms (1) r(1) unfolding admissible_transaction_terms_def by metis+
hence "t = attack{n)"

using n’ r(2) unfolding is_Send_def is_Attack_def by auto
thus False using n by fastforce

qed
qed

lemma admissible_transaction_occurs_fv_types:
assumes "admissible_transaction T"

and

"x € vars_transaction T"

shows "Ja. I' (Var x) = TAtom a A I' (Var x) # TAtom OccursSecType"

proof -

have "is_Var (fst x)" "the_Var (fst x) = Value"
using assms unfolding admissible_transaction_def by blast+
thus 7thesis using I',_TAtom’’ (2) [of x] by force

ged

lemma admissible_transaction_Value_vars:
assumes T: "admissible_transaction T"
and x: "x € fv_transaction T"
shows "I', x = TAtom Value"

proof -

have "x € vars_transaction T"

using x varssst_is_fvgssi_bvarsss:[of "unlabel (transaction_strand T)"]

by blast
hence "is_Var (fst x)" "the_Var (fst x) = Value"

using T assms unfolding admissible_transaction_def list_all_iff by fast+
thus "I, x = TAtom Value" using I',_TAtom’’(2)[of x] by force

qged

2.3.7 Lemmata: Renaming and Fresh Substitutions

lemma transaction_renaming subst_is_renaming:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_renaming_subst o P A"

shows

"dm. o« (7,n) = Var (7,n+Suc m)"

using assms by (auto simp add: transaction_renaming_subst_def var_rename_def)

lemma transaction_renaming subst_is_renaming’:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_renaming_subst o P A"

shows

"Jy. a x = Var y"

using assms by (auto simp add: transaction_renaming_subst_def var_rename_def)

lemma transaction_renaming_subst_vars_disj:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_renaming_subst o P A"

shows
and
and
and
and
and
and
and
proof -
define

"fveer (a ¢ (|J (vars_tramsaction ¢ set P))) N (| (vars_transaction ‘ set P)) = {}" (is 74)
"frse: (v ¢ varsisst 4) N vars;sst A = {}" (is ?B)

"T € set P = vars_transaction T N range_vars « = {}" (is "T € set P — 7C1")

"T € set P = bvars_transaction T N range_vars o = {}" (is "T € set P = 7C2")

"T € set P = fv_transaction T N range_vars a = {}" (is "T € set P = 7C3")

"vars;ss¢ A N range_vars o = {}" (is ?D1)

"bvars;ss¢ A N range_vars o = {}" (is 7D2)

"fvisst A N range_vars a = {}" (is 7D3)

X where "X = |J (vars_transaction ¢ set P) U vars;sst A"

have 1: "finite X" by (simp add: X_def)

obtain n where n: "n > max_var_set X" "« = var_rename n"
using assms unfolding transaction_renaming_subst_def X_def by moura
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hence 2: "Vx € X. snd x < Suc n"
using less_Suc_max_var_set[0OF _ 1] unfolding var_rename_def by fastforce

have 3: "x ¢ fvser (o * X)" "fv (a x) N X = {}" "x ¢ range_vars a" when x: "x € X" for x
using 2 x n unfolding var_rename_def by force+

show 74 7B using 3(1,2) unfolding X_def by auto

show 7C1 when T: "T € set P" using T 3(3) unfolding X_def by blast
thus ?C2 7?C3 when T: "T € set P"
using T by (simp_all add: disjoint_iff_not_equal varsss¢_is_fvssi_bvarsgs:)

show ?D1 using 3(3) unfolding X_def by auto
thus ?D2 ?D3 by (simp_all add: disjoint_iff_not_equal varssst_isS_fvsst_bvarsgst)
qged

lemma transaction_renaming_subst_wt:
fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes "transaction_renaming subst o P A"
shows "wtsups: "
proof -
{ fix x::"(’fun, ’atom, ’sets) prot_var"
obtain 7 n where x: "x = (7,n)" by moura
then obtain m where m: "a x = Var (7,m)"
using assms transaction_renaming_subst_is_renaming by moura
hence "I' (a x) = I'y x" using x by (simp add: I',_def)
} thus ?thesis by (simp add: wtsyupsi_def)
qed

lemma transaction_renaming_subst_is_wf_trm:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "wfirm (o v)"
proof -
obtain 7 n where "v = (7, n)" by moura
then obtain m where "o v = Var (7, n + Suc m)"
using transaction_renaming_ subst_is_renaming[OF assms]
by moura
thus 7thesis by (metis wf_trm_Var)
qed

lemma transaction_renaming subst_range_wf_trms:
fixes «::"(’fun,’atom,’sets) prot_subst"
assumes "transaction_renaming_subst o P A"
shows "wfirms (subst_range a)"
by (metis transaction_renaming subst_is_wf_trm[OF assms] wf_trm_subst_range_iff)

lemma transaction_renaming_subst_range_notin_vars:

fixes «::"(’fun,’atom,’sets) prot_subst"

assumes "transaction_renaming_subst o P A"

shows "Jy. a x = Var y A y ¢ |J (vars_transaction ‘ set P) U vars;sst A"
proof -

obtain 7 n where x: "x = (7,n)" by (metis surj_pair)

define y where "y = Am. (7,n+Suc m)"

have "Im > max_var_set (|J (vars_transaction ‘ set P) U vars;sst A). o x = Var (y m)"
using assms x by (auto simp add: y_def transaction_renaming_subst_def var_rename_def)

moreover have "finite (|J (vars_transaction ¢ set P) U vars;ss: A)" by auto

ultimately show ?thesis using x unfolding y_def by force

qed

lemma transaction_renaming_subst_var_obtain:
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fixes «::"(’fun,’atom, ’sets) prot_subst"
assumes x: "x € fvgst (S 55t a)"
and «: "transaction_renaming_subst a P A"
shows "Jy. a y = Var x"
proof -
obtain y where y: "y € fvse S" "x € fv (a y)" using fv,s,_subst_obtain_var[OF x] by moura
thus 7thesis using transaction_renaming_subst_is_renaming’[0OF «, of y] by fastforce
ged

lemma transaction_fresh_subst_is_wf_trm:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
shows "wfirm (o v)"
proof (cases "v € subst_domain o")
case True
then obtain n where "o v = Fun (Val n) []"
using assms unfolding transaction_fresh_subst_def
by moura
thus 7thesis by auto
ged auto

lemma transaction_fresh_subst_wt:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "Vx € set (transaction_fresh T). I'y, x = TAtom Value"
shows "wtsupst 0"
proof -
have 1: "subst_domain o = set (transaction_fresh T)"
and 2: "Vt € subst_range o. dn. t = Fun (Val n) []"
using assms (1) unfolding transaction_fresh_subst_def by metis+

{ fix x::"(’fun, ’atom, ’sets) prot_var"
have "I' (Var x) = I' (o x)" using assms(2) 1 2 by (cases "x € subst_domain o") force+
} thus ?thesis by (simp add: Wtsupst_def)
qged

lemma transaction_fresh_subst_domain:

fixes o::"(’fun, ’atom, ’sets) prot_subst"

assumes "transaction_fresh_subst o T A"

shows "subst_domain o = set (transaction_fresh T)"
using assms unfolding transaction_fresh_subst_def by fast

lemma transaction_fresh_subst_range_wf_trms:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
shows "wfirms (subst_range o)"
by (metis transaction_fresh_subst_is_wf_trm[OF assms] wf_trm_subst_range_iff)

lemma transaction_fresh_subst_range_fresh:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
shows "Vt € subst_range o. t ¢ subtermsge: (trmsisst A)"
and "Vt € subst_range o. t ¢ subtermsSse: (trms;ss; (transaction_strand T))"
using assms unfolding transaction_fresh_subst_def by meson+

lemma transaction_fresh_subst_sends_to_val:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "y € set (transaction_fresh T)"
obtains n where "o y = Fun (Val n) []" "Fun (Val n) [] € subst_range o"
proof -
have "o y € subst_range o" using assms unfolding transaction_fresh_subst_def by simp
thus ?7thesis
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using assms that unfolding transaction_fresh_subst_def

by fastforce
qed

lemma transaction_fresh_subst_sends_to_val’:
fixes ¢ a::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"

and "y € set (transaction_fresh T)"
obtains n where "(o os @) y - Z = Fun (Val n) []" "Fun (Val n) [] € subst_range o"

proof -

obtain n where "o y = Fun (Val n) []" "Fun (Val n) [] € subst_range o"

using transaction_fresh_subst_sends_to_val[OF assms] by moura
thus 7thesis using that by (fastforce simp add: subst_compose_def)

ged

lemma transaction_fresh_subst_grounds_domain:
fixes o::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A"
and "y € set (transaction_fresh T)"
shows "fv (o y) = {}"
proof -

obtain n where "o y = Fun (Val n) []"
using transaction_fresh_subst_sends_to_val[OF assms]

by moura
thus ?thesis by simp
ged
lemma transaction_fresh_subst_transaction_renaming_subst_range:
fixes 0 «::"(’fun,’atom,’sets) prot_subst"

assumes "transaction_fresh_subst o T A" "transaction_renaming_subst « P A"
(0 os ) x = Fun (Val (n,False)) []"
= Var y"

shows "x € set (transaction_fresh T) — dn.
and "x ¢ set (tramsaction_fresh T) —> Jy. (o o, a) x

proof -
assume "x € set (transaction_fresh T)"

then obtain n where "o x = Fun (Val (n,False)) []"

using assms (1) unfolding transaction_fresh_subst_def by fastforce
(0 os a) x = Fun (Val (n,False)) []" using subst_compose[of o « x] by simp

thus "dn.
next
assume "x ¢ set (transaction_fresh T)"

hence "o x = Var x"
using assms (1) unfolding transaction_fresh_subst_def by fastforce

thus "Jy. (0 os a) x = Var y"
using transaction_renaming_subst_is_renaming[OF assms(2)] subst_compose[of o a x]
by (cases x) force

qed
lemma transaction_fresh_subst_transaction_renaming_subst_range’:

fixes ¢ a::"(’fun, ’atom, ’sets) prot_subst"
assumes "transaction_fresh_subst o T A" "transaction_renaming_subst « P A"

and "t € subst_range (o os a)"
shows "(dn. t = Fun (Val (a,False)) []) V (dx. t = Var x)"
proof -
obtain x where "x € subst_domain (o os a)" "(o os o) x = t"
using assms(3) by auto

thus 7thesis
using transaction_fresh_subst_transaction_renaming_subst_range[OF assms(1,2), of x]

by auto
qed
lemma transaction_fresh_subst_transaction_renaming_subst_range’’:

fixes o «::"(’fun,’atom,’sets) prot_subst"
assumes s: "transaction_fresh_subst o T A" "transaction_renaming_subst « P A"

and y: "y € fv ((0 os a) x)"
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shows "o x = Var x"
and "a x = Var y"
and "(o os a) x = Var y"
proof -
have "dz. z € fv (o x)"
using y subst_compose_fv’
by fast
hence x: "x ¢ subst_domain o"
using y transaction_fresh_subst_domain[OF s(1)]
transaction_fresh_subst_grounds_domain[OF s(1), of x]
by blast
thus "o x = Var x" by blast
thus "a x = Var y" "(o os a) x = Var y"
using y transaction_renaming_subst_is_renaming’ [OF s(2), of x]
unfolding subst_compose_def by fastforce+
qed

lemma transaction_fresh_subst_transaction_renaming_subst_vars_subset:
fixes o «::"(’fun,’atom,’sets) prot_subst"
assumes o: "transaction_fresh_subst o T A"
and «: "transaction_renaming_subst « P A"
shows "|J (fv_transaction ¢ set P) C subst_domain (o o, a)" (is 74)
and "fv;ss¢ A C subst_domain (o os «a)" (is 7B)
and "T’ € set P —> fv_transaction T’ C subst_domain (o os «a)" (is "T’ € set P — 7C")
and "T’ € set P = fv;ss: (transaction_strand T’ .ss+ (0 os a)) C range_vars (o o, a)"
(is "T’ € set P —> 7D")
proof -
have *: "x € subst_domain (o os a)" for x
proof (cases "x € subst_domain o")
case True
hence "x ¢ {x. Jy. 0 x =Var y A a y = Var x}"
using transaction_fresh_subst_domain[OF o]
transaction_fresh_subst_grounds_domain[OF o, of x]
by auto
thus ?7thesis using subst_domain_subst_compose[of o «a] by blast
next
case False
hence "(o os &) x = a x" unfolding subst_compose_def by fastforce
moreover have "o x # Var x"
using transaction_renaming_subst_is_renaming[OF «, of "fst x" "snd x"] by (cases x) auto
ultimately show ?thesis by fastforce
qed

show 74 7B using * by blast+

show ?C when T: "T’ € set P" using T * by blast
hence "fvg,: (unlabel (transaction_strand T’) -ss: 0 o, a) C range_vars (o o, a)"
when T: "T’ € set P"
using T fvsst_subst_subset_range_vars_if_subset_domain by blast
thus ?D when T: "T’ € set P" by (metis T unlabel_subst